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About this User Guide

The chart below lists what tasks each user account would probably perform .

Master Admin e Manages installation of  Netsweeper Policy Server and deployment of
the client filters

e Monitors and manages the distribution of system resources
e Manages the System Tools

e Has overall management responsibility for the admins, sysops, and
users

e Has access to all of the WebAdmin tools .

e Has no access to the WebAdmin System Tools
e Manages one or more groups , with their assigned users and policies
e Creates sysop accounts and manages one or more sysops

e Has less WebAdmin access than his or her supervising admin

e Manages policies, users, and groups only for those groups to which he
or she is assigned, under the guidance of an admin.

e He or she typically has somewhat limited access to the WebAdmin
tools. Sysop s can only report on groups and clients assigned to them.
e Has very limited WebAdmin access, if at all

e May be assigned very limited sysop -like duties, such as  the review of
reports. Generally, a user can only access his or her own account.

Contacting Technical Support

Netsweeper Inc. is committed to providing exceptional service worldwide. If you require
assistance during the installation, configuration, or use of any Netsweeper product, please
contact the Netsweeper Technical Support team.

Before you call Technical Su  pport, please have:

Your Netsweeper product license key
Physical access to the server hardware used in your content -filtering solution
Familiarity with your network architecture and server specifications

You can email Support 24 hours a day. Email : support @netsweeper.com. _ We will respond
during regular business hours (8am -5pm Eastern Time), Monday through Friday. You can also
telephone Netsweeper Support during regular business hours, Monday through Friday.

Telephone the Technical Support Centre nearest you

North America :1-519-826-5222
e United Kingdom:  +44 20 71 93 1044
e India: 9144 -43054005
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Master Admin

Ul

Sysop/User

Introduction to the WebAdmin

The Netsweeper WebAdmin is browser  -based software that the Netsweeper master
admin istrator ( master admin ), administra tors ( admins ) or system operators (  sSysops)
use in managing the  Netsweeper Internet content -filtering system. The WebAdmin is
the dashboard or control centre for your Netsweeper policy server.
This user guide explains how to use the Netsweeper WebAdmin soft ware to create
user groups, filtering policies, time segments, logs, and reports for managing your
Netsweeper Internet content -filtering solution. It also explains how the master
administrator can delegate some tasks to admins and sysops.

/70) net Ss.a\cle\/&enxi BEJ'E admin | Home | Apply Settings | Logout

Reports Status WebAdmin Log

.

A

) o\ Netsweeper WebAdmin

r— 3 B *‘J Aq Copyright ® Netsweeper All Rights Reserved.

£ e

1

a

—;;}l -.:,;;”!
t.j
L

Figure 1 WebAdmin, Business Theme

Logging into the WebAdmin

You will access the  WebAdmin software a web browsers, such as Internet Explorer,
Netscape, Safari , or Firefox.

The address of your Netsweeper policy server h as this format
http://$HOST:8080/webadmin/start/
Instead of $HOST , substitute either the host and domain names or the IP address of

your Netsweeper p olicy server.

Your network administrator or a Netsweeper user with admin privileges can provide
the URL for the Netsweeper p olicy server, along with your user ID and password. You
can save this address as a Favorite or Bookmark in your browser.

Netsweeper WebAdmin Guide February 20, 2009



Introduction to the WebAdmin

The WebAdmin Dashboard

Tologin tothe WebAdmin

1. Use your web browser to navigate to the URL of the WebAdmin/start page for
Netsweeper Policy Server.

software

2. Type in your username and password.

If you are logging in for the first time, your

password is internet .

3. After you have logged in,

Change it to the password you wrote down in your Installation Checkilist.

your

default usernameis admin and your

the software will prompt you to change your password.

[TTITITYY
New Password:

New Password Again:

Change admin’s Password

Please change your password from default.

Change Account Password

Account Password:

Subrit I

Figure 2 Change A d mi n Bassword

4. Click Login

box displays after first login

The WebAdmin Dashboard

Below are two typical WebAdmin Dashboards. Depending on
, Which theme you have applied,

product you are using

which Netsweeper
and which user

privileges you

have, you may not see some of these features or they may display in a somewhat

different location.

Netsweeper SMB

Policy Management
Group Manager
Palicy Manager
Client Manager
Search Keywords
Request Servers

Account Management
Account Manager
Client Filter Manager
Customer Manager

Category Management

Custom Category Manager

Category URL List

Category Definitions ‘

System Tools
Global Deny Pages
System Configuration
System Backups
Remote Admin
TestDeny Pages
Apply Settings

‘]

Netsweeper SMB

Copyright ® Netswesper Al Rights Reserved

=
-

Figure 3 WebAdmin Dashboard,

SMB Theme

February 20, 2009
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Introduction to the WebAdmin

The WebAdmin Dashboard

L , n etSWe e p er admin | Home | Apply Settings | Logout

Safe. Simple.. Secure.

Reports Status WebAdmin Log

\ Netsweeper WebAdmin
\ Copyright ® Netsweeper All Rights Reserved.

Figure 4 WebAdmin Dashboard, School Theme

Note Instructions in this guide assume that you are using one of these user Themes
(interfaces): Business, School, and SMB. Some of the other Themes are no
longer in common use, and we would recommend that you avoid using

Table 1 Elements of the WebAdmin Dashboard

URL Tonls

Your Account

Menu bar

When you click one of these nine tool buttons,
options for that tool set will display as a

Some of the interface  Themes display all

you want to select.

open the page for that tool.

them.

the menu
dropdown list.

44 of the tool

buttons at once instead of as part of nine tool sets.
Others show the menus in a frame on the left side of the
page. You must use the scroll bar to display the menu

In each of these cases, you will click a tool button to

_ The Quick Links  bar allows quick access to three areas
Reports Status WebAdmin Log of the WebAdmin:  Reports , Status , and WebAdmin
Log . Just click the link to view the appropriate page.

Quick Links bar

admin | Home | Apply Settings | Logout

Task bar

The WebAdmin task bar, located at the top

and Logout

Click Logout tolog out ofthe WebAdmin.

right corner

of the page, has three buttons:  Home , Apply Settings

Click Home to display the WebAdmin home page.

Click Apply Settings to have the WebAdmin appl y
changes you have made to the various settings.

Netsweeper WebAdmin Guide
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Introduction to the WebAdmin Tool Menus on the WebAdmin Menu Bar

The splash screen is strictly a design element. However,
when you click an option on either the Menu Bar or the
Quick Links bar, the page for that tool or option displays
in this general area.

Splash screen

. S —— Click SUPPORT at the bottom of each WebAdmin page to
CRUIELD S R RSB 0 to the Netsweeper Support website.
Link to Netsweeper Technical

Support

Tool Menus onthe WebAdmin Menu Bar

Folicy Management Account Managerment Category Management
Group Manager Account Manager Custom Category Manager
Folicy Manager Client Filter Manager Category LREL List

Client Manager Customer Manager Categaory Definitions

Search Keywords See Managing Accounts . See Managing Cateqgories

Request Servers

See Managing Policies

aystem Tools Moanitaring Reports
Global Deny Pages System Status Repaort Wizard
System Configuration Manitoring Graphs Demand Reports
System Backups Webadmin Motification Scheduled Reports
Remote Admin See Using Monitoring Tools . Continuous Reports
Test Deny Pages Guick Reports
Apply Settings Repart Manager

See Using System Tools . See Using Report Tools

4 February 20, 2009 Netsweeper WebAdmin Guide



Introduction to the WebAdmin

Tool Menus on the WebAdmin Menu Bar

YWebadmin Log
LIRL Alerts Log
Message Log
Remote Admin Log
Directory Sync Log
Fequest Log Files

LIFL Tools

Your Account

LRL List Manager
URL Lookup

LIRL Lookup Details
Local List Search
LIRL Alert

Wieb Proxy

Change Password
Change Theme
Change Language
Change Timezane

oet Default Paper Size

Logout

See Using Logs .

See Using URL Tools .

See Using 'Your Account'
Tools

Netsweeper WebAdmin Guide
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Master Admin

i
]

Managing Polic ies

Rather than creating  individual filtering policies for each user, it is more efficient to
create groups of users who share the same filtering requirements i affinity groups 7

and then create one or more policies for each group

Parents Young students Teenagers
Pt ‘

|

1

Parolees or persons under
lawful monitoring

Table 2 Possible affini ty groups

Library patrons Law enforcement

TeaCheI’S Workers
This chapter describes how to create clients (users), group s, policies, and time
segments and use them in managing Yyour users and their Internet activity .

Netsweeper WebAdmin Guide February 20, 2009



Managing Policies Tool Menus on the WebAdmin Menu Bar

About Policy Management

Groups , policies , clients and time segments are key concepts used in managing your
users and applying filtering policies to them.

About Groups

Group ing clients (Internet users) with similar filtering requirements offers greater
efficiency for filtering management. A group can contain any number of users (called
clients ) and must contain at leastone  active filtering policy.

About Policies

A policy define s acceptable or unacceptable Internet content a group of clients.

About Clients

I f you are using an external authentication systenmn
ID or accountuser  name as their Netsweeper account name.

If you are not using an external authentication system, you will create a client account
for each computer on  your network , based on each computer's IP address.

For roaming or off -network device s with a Netsweeper Cl ient Filter installed, you
will create a client based on the user's Windows Login hame. Netsweeper
automatically assigns ~ Windows user names  without a matching client inthe
WebAdmin tothe default group

Note Never delete the default  group from the WebAdm  in. Howe ver, you can select a
group of your creation to designate as the default group.

Tip Assign limited or no Internet access to your default group. This ensures that all
new clients are protected from offensive Internet content until you can assign
them to the appropriate filtering group. You can only assign a client to one
group atatime;h owever, you can change a clientdés gr ol
needed.

About Time Segments

Atimesegment i s the period of time in which a policy gc
Internet activity. A group may have multiple policies, each with its own time segmen t.

The time segments feature allows you to set more or less restrictive Internet filtering

at different times of the day or night for a group of users. Only one policy is active at

any time , and the active policy governs all client sinthe group foritsti me segment

8 February 20, 2009 Netsweeper WebAdmin Guide



Managing Policies Using the Policy Management Tools

Using the Policy Management Tools

The five Policy Management tools are all accessed from the Policy Management menu
in the WebAdmin

Group Manager Create and manage user groups

Policy Manager Create and manage filtering policies on a per  -user or per -
group basis

Client Manager Create and manage users

Search Keywords Allows you to prevent Search Engine results from displaying
for searches of specific objectionable keywords or phrases.

Request Servers Allows you to add remote request servers to those devices
that Netsweeper allows to make URL requests through a
Netsweeper filtering system.

By default the Netsweeper does not allow categorization
requests from remote request servers.

Creating a Group

You must creat e your group s before you can assign  client s to them or create filtering
polic ies for them .

To create a group :

1. Inthe WebAdmin,s elect Group Manager from the Policy Management menu.
2. Click Add New Group

3. Onthe Add New Group page,t ypein aname *forth egroup ( f or e x alibrary e,
patrons 0) and a defthegroupt.i on

Add New Group

Group Name Livrary_Padrons.
Anyone who uses the computers at the publc ibrary
Description
Add default time policy

Back Subml

Figure 5 Add New Group page
4. Selectthe Add default time policy 2 box.

! Group names can only contain alphanumeric characters without spaces. If the group
names you create do not conform to this standard, Netsweeper will display an error
message.

2 You can later change  the assigned time policy from the default.

Netsweeper WebAdmin Guide February 20, 2009



Managing Pol icies Using the Policy Management Tools

5. Click Submit . The Group Policy  page for this new group displays.

6. Click Apply Settings on the WebAdmin task bar in the top right corner of the page
and then click Apply

Group Policy: Library_Patrons

Specify Deny Page | Rename Group | Clone Group | Edit Description | Surf Using Group | Group Restrictions |

Description  Anyene who uses the computers at the public library

Back I

Add New Policy

Delete
All [=Policy Hame=] Category Count Default Status
O default 4 Black List
All [=Policy Hame=] Category Count Default Status

Delete

Wiew Time Calendar I Add New Time Segment |

Delete
All Policy Name [=/Start Timel=! Stop Time
O default Sunday 00:00-00
All Policy Hame [=IStart Timel= Stop Time
Delete

Add New Client | Create Group from Client |

Al User Name IP Address Subnet Mask Categories
No Clients Found in This Group

Account Group Membership
Assign Account

Al Login Hame Classification Organization
No Accounts Found in This Group

_Back |
Figure 6 Group Policy page
You can also choose the group you want to serve as the default group 3 the group

that Netsweeper w il use for filtering any user not assigned to a group.

After you create a group, you can clone the group , including all  polic ies, by clicking
Clone Group fromthe Group menu . Since client s can only belongtoone  group ,
Netsweeper does not copy  client s to a cloned group

7. If you make a mistake in creating a group, delete the group.

¥ NEVER delete the default group.

10 February 20, 2009 Netsweeper WebAdmin Guide



Managing Policies Using the Policy Management Tools

Deleting a Group

To delete a group , select the check box for the group from the Group Manager and
then click Delete

Surf Using Group

For information on the Surf Using Group feature, see the  Web Proxy Tech Note on
the support site, at  http://support.netsweeper.com

You can restrict the group to a range of IP addresses. Select Group Restrictions

fromthe Group menu and type in the rang e of IP addresses to which you would like

this group to apply.

Policy Workday in Group teachers

Specity Deny Page | Clone Pobcy | Surf Using Posicy |

Back

Block Sslected Categorias: O {Black List)

Save Defoul Status

Adult image Pomography Search Keywords

Viruses

Modiy Categories

Global URL Lists
Global Deny List

Global Allow List

Save URL Ssttings

Figure 7 Policy page

Netsweeper WebAdmin Guide February 20, 2009
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Managing Policies Using the Policy Management Tools

Assigning Policiestoa  Group

A policy defines the filtering rules for every client (user) assigned to  a specific group .
To create a policy and assign it to a group

Select Group Manager fromthe Policy Management menu.
Select the group name.

Inthe Policies section, click Add New Policy

Type in a policy name  and then click  Submit

Click Modify Categories

Select the box by each categoryt o which youwant to block thisgroup 6 s access.
Click Submit

Click Apply Settings on the WebAdmin task bar in the top right corner of the page
and then click Apply .

© N o o s~ w DR

Assigning Time Segments to a Policy

Time segments are blocks of time in a week. You can create multiple policies for one
group, each with different degrees of Internet access, and assign them to become
active at different time segments during the week.

When you add a policy, you must applyt ime segment stoitorthe de fault time
segments will apply.

A color -coded time calendar in the WebAdmin displays a week with all the time
segments with their policy assignments. See

To assignt ime segments to a policy:

1. Select Group Manager fromthe Policy Management menu.
2. Selectth e group name.

3. Click Add New Time Segment  inthe Time Segments section.
4

Select the day and the time that you want this time segment * to start. You can
also choose when you want the time segment to end, but this is not required.
5. Click Submit
Click Apply Se ttings onthe WebAdmin task bar in the top right corner of the page
and then click  Apply .
* Create multiple time segments at once by selecting more than one day for the time
segment. For example, if you want the policy to start at 6 p.m. every day , select all

seven days and type 18:00:00 as the time.

12 February 20, 2009 Netsweeper WebAdmin Guide



Managing Policies Using the Policy Management Tools

Add Time Segment to Group teachers.

Add 1o Workday | w

Start Day Start Time: Stop Day Stop Time
[ sunday 00 [3]- 00 [+ nective | 00 [w)- 00 [w
[l uonaay 08 [w]- 00 [+ donday | 18 [%]" 00 [»
¥ Tuesany 08 [w]: 00 [ Teesday | 18 ()= 00 [»
[#) wednesday 08 [w|: 00 [ Wedneaday | v 18 (w2 00 |
[ Thursday 0B [w|: 00 [ Thursday |~ 18 (%] 00 [a]
[ Fricay 08 [a] 00 s Friday » [18]sl: 00 [w
O saturday 00 [w): 00 [» nacive w 00 (a2 00w

subme | Back |

Figure 8 Add time segments

Changinga Time Segment
To change the start time(s) or end time(s) for a policy:

Click Policy Management on the WebAdmin menu bar.
Click Group Manager on the drop -down menu

1
2
3. Select the name of the group you want to modify.
4

Find the existing time segment in the Time Segments section and select the
policy name.
Set the new start time or end time and then click  Submit

Select Apply Settings on the WebAdmin task bar in the top right corner of the
page and then click  Apply .

Modify Time Segment for Group teachers.

Start Day Start Time Stop Day Stop Time
O Sunday O Sunday
& Monday & wonday
O Tuesday O Tuesday
) Wednesday O wednesday
08 [»]: 00 [ 17 [a]- 30 (e

O Thursday O Thursday
O Frigay 2 Friday
) Saturday O saturday

) Mo stop time

suomt | Back |

Figure 9 Modify Time Segment page
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Managing Policies Using the Policy Management Tools

Viewing a Time Calendar
The Time Calendar is a visual representation of when your polic ies are active. It is an
excellent tool to verify that you have set up the Time Segments to your liking.

To view a one calepdars: t

1. Select Group Manager inthe Policy Manage ment menu.
2. Select the name of the group  you want to modify

3. Click View Time Calendar

Sample Calendar for a Group with One Time Segment

If you want to use one policy at all times,  you only need to create one policy. By
default, new polic ies start at midnight on Sunday and remain active all the time.

Time Sunday Monday Tuesday Wednesday Thursday Friday Saturday
00:00
01:00
02:00
03:00
04:00
05:00
06:00
07:00
08:00
09:00
10:00
11:00
12:00
13:00
14:00
15:00
16:00
17:00
18:00
19:00
20:00
21:00
22:00
23:00
Time Sunday Monday Tuesday Wednesday Thursday Friday Saturday
_ock |

Figure 10 The calendar for a group with only one policy (the default)

14
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Mana ging Policies Using the Policy Management Tools

Sample Calendar for a Group with Two Time Segments

If you want to run one polic y during the week  and anothe r on weekends, you can  set
the Weekdays polic y to start Monday at 0:00:00 and set the Weekends polic y to start
Saturday at 0:00:00. The following screen capture is the Time Calendar for this

example:

Time Policy Calendar for Group Library_Patrons

Time Sunday Monday Tuesday Wednesday Thursday Friday Saturday

o000 Weekends  [iSEKaESINEKIaySIEEKGaySINWEEKdaySIWESKIaySIN \ cckends
o100 Weekends  [iSEKaaySINEEKaaySIEERGaySINWEEKaaySIWESKOaySI \ cckends
0zo0 Weekends  iSEKaEySINNEEKOaySIEERGaySINWEEKaaySIWEEKOaySI \ cckends
0300 Weekends  [iSEKaaySINNESEKiaySIIEEkdaySINWEEKaaySINESKEaySIN \V cckends
000 Weekends  [NSEKaaySINEEKdaySIIEEKIaySINWEEKIaySIWEEKaaySIN \V cckends
os00 Weekends  [iSEKaaySINEEKIaySIEEKGa SN EEKdaySIWESKIaySIN \ cckends
os00 Weekends  [iSEKaaySINEEKOaySIEERGaySIIWEEKaySIWESKOaySI \ cckends
o700 Weekends  [iSEKaaySINEEKOaySIEERdaySINWEEKaaySIWESKOaySI \ cckends
os00 Weekends  [iEEKEEySINEEROy S EERGaySINWEEKaySIWESKOaySIN \ cckends
oo00 Weekends  [iSEKaaySINEEKIaySIIEEKGaySINWEEKaaySINESKEaySIN \V cckends
1000 Weekends  [NEEKaaySINNVEEKGaySIEEKaaySIWEEKdaySIWEEKaaySI  cckends
1100 Weekends [N EEKEySIIEERGEySIEEKIaySIWESKoaySIWEEKAEySIN V cckends
1200 Weekends [N EEKEaySIIEEKIaySINEEKaaySIWESKaaySIIWEEKEE SNV cckends
1300 Weekends  [NEEKEaySIEEKIaySINEEKaaySIWESKaaySIIWEEKEEySIN \V cckends
1400 Weekends  [iEEKaaySINIVEEKGaySIEEKaaySIESKdaySIWEEKaaySIN \/cckends
1500 Weekends  [NEEKaaySINVEEKGaySIEEKaaySIWESKdaySIWEEKaySI  cckends
1600 Weekends [ EEKEaySIEERIEySINEEKIaySIWESKaaySIWEEKAEySI V cckends
1700 Weekends [N EEKEaySIIEEKIaySIEEKaaySIIWESKaaySIIWEEKEEySIN V cckends
1800 Weekends  [NEEKEaySIEERIaySINEEKaaySIWESKaaySIIWEEKEEySIN V cckends
1900 Weekends  [iEEKaaySIIIVEEKIaySIEEkaaySIESKdaySIWEEKaaySIN \/cckends
2000 Weekends  [NSEKaaySIIVEEKIaySIEEKIaySINWEEKIaySIWEEKaaySIN \V cckends
2100 Weekends  [iSEKaaySINEEKIaySIEEKGaySINWEEKdaySIWESKIaySIN \ cckends
2z00 Weekends  [iSEKaaySIINEEKOaySIEERGaySINWEEKaaySIWESKaaySI \ cckends
2300 Weekends  iSEKaaySINEEKOaySIEERGaySINWEEKaySIWEEKOaySI \ cckends

Time Sunday Mongday Tuesday Wednesday Thursday Friday Saturday

Back

Figure 11 Time calendar for a group with two policies
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Sample Calendar for a Group with Three Policies

If you want to create a group with policies for limited access during business hours,
moderate access during lunch, and  unrestricted access after business hours , you can
set up something like the following

1. Limited access on Monday through Friday from 8:00 to 17:00.
2. Moderate access on Monday through Friday at 12:00 to 13:00
3. Unrestricted access beginning the first day of the week (0:00 on Sunday).

This arrangement of three polic ies and their time segments would look like this:

Tiimis
0000
0100
2o
030
LR ]
05:00
06:00
0700
LR
LR
1000
11:00
12:00
13:00
W
500
16200
1700
800
19:00
2000
200
20

2300
Tima

Sumcday Tistsidary ; Fria

Sumndday oty Teesday Wednesdsy  Thursday Friday Salurndsy

Figure 12 Time Calendar for three policies
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Changing the Filtering for a Policy
To change the categories or protocols filtering for a policy:

1. Click Policy Management on the WebAd min menu bar.

2. Click Policy Manager from the drop -down Policy Management menu.
3. Select the name of the policy you want to modify.
4

Find the Default Status to confirm the  policy uses black list filtering. This is the
recommended mode.

If the policy uses white list filtering, confirm with the master admin that white list
is the intended mode.

5. Click Modify Categories inthe Categories  section .
Select the option of which polic ies you want to change.

If you are using  black list filtering, select all categori es and protocols to which you
want to block access. If you are using  white list filtering, select all categories and
protocols to which you want to allow access.

8. Click Submit

Click Apply Settings on the WebAdmin task bar in the top right corner of the pa ge
and then click  Apply .

10. Now you have a choice:

e Ifyou click Specify Deny Page in the Policy Manager , choose whether to use
the Global Deny Page , the Group Deny Page , a Custom Deny Page orto
log only.

e Ifyou click Custom Deny Page , you can modify the Deny Pages for each
group separately. You also  can choose what you want to log for the policy.

Netsweeper WebAdmin Guide February 20, 2009
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Cloning a Policy

To clone a policy:

1. On the WebAdmin menu bar, click Policy Management and then select Policy
Manager from the Policy Management dropdown menu.
2. Click the name of the policy you want to clone in the Policy Name column.
This displays the page for that policy. At the top of the page, click Clone Policy
Policy 141_Blocked_Domains
Specify Deny Page | Clene Policy I Surf Using Policy I

Figure 13 Clone Policy button at top of Policy page for Policy 141_Blocked_Domains

3. The cloned policy page displays. Inthe Policy Name  box, type a name for the
cloned policy and then click Submit

Clone Policy 141_Blocked_Domains

Policy Name Clone_of_Qld_Palicy
Suhrn'rtl Backl
4. A notice will describe what has been copied from the old policy. Time segments are
not cloned, but the deny page, local allow and deny lists, and the Protocol and URL
category list are all copied into the new policy. Click Continue

Copy time Policyl4]l Blocked Domains
Note: Time segments not copied since a policy was cloned
Copy the local allow and deny lists
Copy protocols and url catlist

Continue | Back |

5. The detail page for the cloned policy now displays. You can modify the policy,
changin g the Deny Page, Default Status, Categories, Global URL Lists, Local
URL/Keyword List, and so on.

®> Time segments assigned to a policy will not clone with the cloning of the policy.
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Deleting a Policy

To delete a policy . select the checkbox beside the p olicy name in the  Policy Manager
and then click Delete .

For more information on the Surf Using Policy feature, see the  Web Proxy
Technical Note on the support site, at http://support.netsweeper.com

You could also change the status to white list (Allow selected categories ) or black
list (Deny selected categories ) of the categories chosen.

If you clear the check box by Global Deny and Allow Lists , then the lists will not
apply to this  policy.

Adding Client s by User Name

For each Netsweeper Client Filter user, create a client withina group . This client
should be based on the Windows user name. You must first log into the WebAdmin
before you can create a  client .

To create a client within a group:

Select Group Manager from the Policy Management menu.
Select the group ’ to which you want  to add this client .

Inthe Clients section, click Add New Client

If you want this to be a temporary client , type in an expiry date.

Click Authorized By Client Name

Type the user's Windows login name in lowercase asthe Client Name
Select any categories you want to block for this client only.

Click Submit

Click Apply Settings on the WebAdmin task bar in the top right corner of the page
and then click  Apply .

© © N o g s DR

® Do not delete the default policy, as this may cause filtering errors. You can,
however, change the policy that is designated as the default policy.

" If there are a number of group s, use the Search box or advance through the pages
by clicking the page number. You can also sort a page  alphabetically by group clicking
the first letter in the Group name below the Search box.

Netsweeper WebAdmin Guide February 20, 2009


http://support.netsweeper.com/

Managing Policies Using the Policy Management Tools

Adding Client s by Password

This option is for use with the Enterprise Filter, more specifically with Squid.

To add a client to a group by password:

1. Select Group Manager from the Policy Management menu.

2. Selectt he group ® to which you want to add this client .

3. Inthe Clients section, click Add New Client

4. If you want this to be a temporary client , type in an expiry date.

5. Click Authorized By Password

6. Typein the user's exact Windows login name as the Client Name  and typein a
password for the user.

7. Select any categories you want to block only forthis client.
Click Submit

Click Apply Settings on the WebAdmin  task bar in the top right corner of the page

and then click  Apply .

Adding Clients by IP a ddress

If you are using the  Enterprise Filter and not using any external authentication
methods , such as Radius or Active Directory, you can assign client s based on the IP

address of their computer .
To add clients to a group by their computer IP address:
1. Inthe WebAdmin,c reate a client accou nt for each user based
Windows user ID.
Select Group Manager from the Policy Management menu.
3. Selectthe group towhich you want to add this client .

Use the Search box or advance through the pages by clicking

onthe user 6s

the page number.

Pages can also be sorted alphabetically by clicking the first letter in the group

name below the Search box.

Inthe Clients section, click Add New Client

If you want this to be a temporary client , type in an expiry date.
6. Click Computer Address .

8 Use the Search field or advance through the pages by clicking the page number.

You can sort pages alphabetically by Group name by clicking
Group name below the Search box.

the first letter in the

20 February 20, 2009
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7. Type in the user's exact Windows login name as the Client Name and the

computerds

| P Addr ess.

8. Select any categories you want to block for this client only.

9. Click Submit

10. Click Apply Settings
and then click  Apply .

on the WebAdmin task bar in the top right corner of the p

Adding Clientsby Network Subnet

This option is for use with the Enterprise Filter. If you have many users in a range of
like to filter in the same group, you can add them all at
once using a network subnet.

IP addresses that you would

To add clients to a group by their network subnet:

age

1. Inthe WebAdmin,s elect Group Manager from the Policy Management menu.

2. Find the group thatyou want to add this client to and then click it. If you don't
have a lot of group s created yet, you should be able to scroll down to find the
group . If you do have many group s created, you may need to use the Search
or advance through the pages by clicking the page number. Pages can also be
clicking the first letter in the group name below the Search

sorted alphabetically by
box .

Inthe Clients section,

Click Network Subnet

o g &> W

click Add New Client

If you want this to be a temporary client , type in an expiry date.

Type in the user's exact Windows logi nname asthe ClientName , t he

Address , and the Subnet Mask

Select any categories you only want to block for this client .

8. Click Submit

Click Apply Settings
and then click  Apply .

Netsweeper WebAdmin Guide
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Add Client to Group

Group teachers Lvy

Expire e

Choose Client Type

Authorized By Chent Name ®
Authorized By Password O
Workstation Address O
Hetwork Subnet C
Client Settings
Client Hame: steph]

Figure 14: Add client to the group Teachers

Adding Multiple C lients

In many businesses , it is important to be able to identify specific users in reports,
such as employee s, manager s, administrator s, or visitor s.

If you use an auth  entication service, such as Microsoft Active Dire ctory, you can
assign users to groups and then replicate those group names on the Netsweeper
Policy Server . Netsweeper supports Microsoft Active Directory, LDAP, Novel I, and
Radius authentication methods and has a robust API to integrate with other
authentication systems.

For more information on synchronizing from Active Directory, go to the Netsweeper
support site at  http://support.netsweeper.com

Modifying a Polic y 6 €ategory and Protocol Filtering
To change the categories or protocols blocked for a particular policy:

1. Select Policy Manager from the Policy Management menu.
2. Find the policy you want to modify and then click the polic y name.

3. Find the Default Status to confirm the policy uses black list filtering (the
recommended mode  for filtering) . Ifthe policy instead uses white list filtering,
confirm with the  master admin that white list is the intended mode.

4. Click Modify Categories inthe Categories section .
Select the option of which polic ies you want to change.

If you are using  black list filtering, select all categories and protocols to which you
want to block access. If you are using  white list filtering, select all categories and
protocols to which you wa nt to allow access.

7. Click Submit
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8. Click Apply Settings

on the WebAdmin task bar in the top right corner of the page

and then click  Apply .

9. Ifyou click Specify Deny Page

whether to use the
Page orto log only.

10. If you click Custom Deny Page

in the Policy Manager , you are given the choice

Global Deny Page , the Group Deny Page , a Custom Deny

, you can modify the Deny Pages for each group

separately. You are also given the choice of what you want to log for the policy.

Delet ing a Client

To delete a client from a group:

1. Select Client Manager
2. Select the checkbox beside the

3. Click Delete .

To move a client to another group:

Select Client Manager

Select the client name.

1
2
3. Choose the new group from the
4

Click Apply Settings

from the Policy Management menu.

client name you want to delete.

from the Policy Management menu.

Group menu and then click  Submit .

on the WebAdmin task bar in the top right corner of the page
and then click  Apply .

Global Client Manager

Add Mew Clent

Search

i

Al Chient Name

bill
steph

Sleve

Y R s |

todd

Dialebs

Group

Students
teachers
Students

teachers

ﬂ [ exact searen

Clients

" Submet Expire

Figure 15 Client Manager
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Adding Clients to Groups

There are four methods for adding clients to groups T by user name, password, IP
address, or network subnet. The instructions for adding a client by user name are
below. See the Netsweeper WebAdmin Guide  for details on the other methods.

You can also add multiple clients. See Adding Multiple Clients  in the Netsweeper
WebAdmin Guide

Adding Client s by User Name

For each Netsweeper Client Filter user, create a client wit hin a group. Thi s client

shoul d be basedWndaws usermamer 0 s

To add a client by Windows user name:

1. On the WebAdmin menu bar, s elect Group Manager from the Policy
Management menu.

2. Select the group to which you want to add this client.

If there are a number of groups, use the Search box or advance through the
pages by clicking the page number. You can also sort a page alphabetically by
group clicking the first letter in the Group name below the Search box.

3. Inthe Clients section, click Add New Client

4. If you want this to be a temporary client , type in an expiry date.

5. Click Authorized By Client Name

6. Type the user's Windows login name in lowercase asthe Client Name

7. Select any categories you want to block for this client only.

8. Click Submi t.

9.

Click Apply Settings on the WebAdmin task bar in the top right corner of the page
and then click  Apply .

Adding Clients by Password
This option is for use with the Enterprise Filter, more specifically with Squid. You must
first log into the ~ WebAdmin to create a client .
To add a client to a group by password:
1. On the WebAdmin menu bar, s elect Group Manager from the Policy
Management  menu.
2. Select the group to which you want to add this client.

If there are a number of groups, use the Search box or advance through the
pages by clicking the page number. You can also sort a page alphabetically by
group clicking the first letter in the Group name below the Search box.

3. In the Clients section, click Add New Client
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If you want this to be a tempora ry client, type in an expiry date.
Click Authorized By Password

Type in the user's exact Windows login name as the Client Name  andtypeina
password for the user.

Select any categories you want to block only for this client.
8. Click Submit

Click Apply Set tings onthe WebAdmin task bar in the top right corner of the page
and then click  Apply .

Adding Clients by IP A ddress

If you are using the Enterprise Filter and not using any external authentication
methods , such as Radius or Active Directory, you can assign client s based on the IP
address of their  computer .

To add clients to a group by their computer IP address:

1. Create a client account for eachuser basedon t he u sMndofvsuser ID.
Select Group Manager from the Policy Management menu.
3. Selectthe group towhich you want to add this client .

Use the Search box or advance through the pages by clicking the page number.
Pages can also be sorted alphabetically by clicking the first letter in the group
name below the Search box.

4. Inthe Clients section, click Add New Client

5. If you want this to be a temporary client , type in an expiry date.

6. Click Computer Address

7. Typein the user's exact Windows login name as the Client Name  and the
computerés | P Address.

8. Select any ca tegories you want to block for this client only.
Click Submit

10. Click Apply Settings on the WebAdmin task bar in the top right corner of the page
and then click  Apply .

Adding Clientsby Network Subnet

This option is for us e with the Enterprise Filter. If you have many users in a range of
IP addresses that you would like to filter in the same group, you can add them all at
once using a network subnet.

To add clients to a group by their network subnet:

1. Inthe WebAdmin,s elect Group Manager from the Policy Management menu.

2. Find the group thatyou want to add this client to and then click it
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If you don't have a lot of group s created yet, you should be able to scroll down to
find the group . If you do have many group s created, you may need to use the
Search box or advance through the pages by clicking the page number. Pages can
also be sorted alphabetically by clicking the first letter in the group name below the
Search box.

3. Inthe Clients section, click Add New Clien t.

4. If you want this to be a temporary client , type in an expiry date.

5. Click Network Subnet

6. Typein the user's exact Windows login name as the ClientName , t he Pser 6s
Address , and the Subnet Mask
Select any categories you only want to block for this client .
Click Submit

Click Apply Settings on the WebAdmin task bar in the top right corner of the page
and then click  Apply .

Add Client to Group
Group leachers v
Expire i1}

Choose Client Type

Authorized By Chent Name ®
Authorized By Password O
Workstation Address O
Network Subnet O
Client Settings
Client Hame: steph]

Figure 16: Add client to the group Teachers

26 February 20, 2009 Netsweeper WebAdmin Guide



Manag ing Policies Using the Policy Management Tools

Adding Multiple C lients

In many businesses , it is important to be able to identify specific users in reports,
such as employee s, manager s, administrator s, or visitor s.

If you use an authentication service, such as Microsoft Active Dire ctory, you can
assign users to groups and then replicate those group names onthe  Netsweeper
Policy Server . Netsweeper supports Microsoft Active Directory, LDAP, Novel I, and
Radius authentication methods and has a robust API to integrate with other

authentication systems.

For more information on synchronizing from Ac tive Directory, go to the Netsweeper
support site at  http://support.netsweeper.com

Modifying a Client

To delete a client from a group:

1. Click Policy Management onthe WebAdmin 6s menu bar
2. Select Client Manager fromthe Policy Management menu.

3. Select the checkbox beside the client name you want to delete.

4. Click Delete .

Moving a Client to Another Group

To move a client to another group:

1. Inthe WebAdmin, s elect Client Manager from the Policy Management menu.
2. Selectthe client name.

3. Choose the new group from the Group menu andthen click  Submit

4

Click Apply Settings on the WebAdmin task bar in the top right corner of the page
and then click  Apply .
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Global Client Manager

Add Hew Chend
Search Search | ] Exact search
Clients
_Delete |
All Client Hame Groug P Subnet Expire
O bill Students
3| steph teachers
O S Students
| todd teachers
Demiebe I
Figure 17: Global Client Manager
Using Search Keywords ’
Search Keywords is an application listed on the Policy Management menu.

To open the Search Keywords page, click Policy Management on the WebAdmin
menu bar and then  click Search Keywords from the resulting dropdown menu.

The Search Keywords tool allows you to create a list of objectionable words or
phrases on which you want to prevent users from performing Internet searches.

If a user visits a Search Engine and searches for one of these words, the page will be
denied.

This only works for URLs that have been categorized as a search engine site. The filter
will block s ites like http://www.google.com or http://www.al tavista.com if a URL
contains any of the search keywords.

Use the Category URL List to assign a Search Engine sitetoa  URL, if you want the
search keywords to apply. For example : http://com  as a search engine site would
enforce s earch keywords on all  http://*.com/* websites.

® You can turn this feature off in a policy.
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Search Keywords

Imgart I Expiort I Addd Meww Keywords I

Heyword Search Search |

Global Search Keywords

Keyword Encode v 2dd |
Delete |
= Pages: 123
All Search Keyworid
r Lsplash=unfiltared
r anal
Figure 18: Search Keywords tool, page 1 (partial) of 3
The Add New Keyword function will add a new search keyword , Which will be
blocked in Search Engine Site URLSs. You can create t wo different types of keywords

regular and encoded .

If you copiedt he keyword a browser URL a ddress bar, itis encoded. Encoding the

keyword replaces any non -alphanumeric characters, exce pt the hyphen ( -), underline

(_.), and period (.), with a percent (Wythexi gn f ol
equivalent. Spaces are replaced by plus (+) signs. You cannot add a word already in

the list.

You can also importing a list from a comma - or tab -delimited text file. Export the
current list by clicking Export

Usingt he Request Servers Tool

Request servers are those devices that Netsweeper allows to make URL requests
through a Netsweeper filtering system.

By default , Netsweeper does not allow categorization requests from remote request
servers .

If you want to allow access to remote request servers , you must use the  Request
Servers tool to notify the Policy Server of their existence. This is the same as the
request_ser ver entriesinthe file nsd.conf . Youwilladd b oththe Site Name and IP
Address or IP Range information to register a Request Server with the Netsweeper
Policy Server . Optionally, you can indicate arange of IP addresses by  typing CIDR /XX
at the end of an IP Address.
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Allowing any IP Address as a Request Server
To allow any IP address to serve as a request server, add the address 0.0.0.0
Note When possible, type in a more restrictive mask

security of the policy server.

To add a Request Server:

Select Request Servers from the Policy Management menu.
Click Add New Request Server

3. Typein a descriptive site name to identify the IP or IP rang e you are adding, such
as Netsweeper Client Filter Users .

4. Type 0.0.0.0 as the IP address.

5. Selectthe Active check box. Clear all ofthe check boxes below this box.

6. Click Add New

7. Click Apply Settings from the WebAdmin task bar in the top right corner of the

page and then click  Apply .

Request Servers
Add New

Site Name Chent Fiter Users
IP Address/Range  0.0.0.0
Active =

[ Netsweeper cache

Fl Netsweeper Router

[ netsweeper Pobey Server
Server Type [ Netsweeper Webadmn

[ Netsweeper Reparter

[ Wetsweeper Logger

[ MeT-sNuP Comptant

Add New Cancel

Figure 19: Add a new Request Server
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Managing Account s

The Account Management tools allow you to create sysop and admin users and
assign them groups to delegate administration tasks. They also allow you to manage
the Netsweeper Client Fil ter accounts.

Account Manager

Client Filter Manager

Custormer Manager

Account Management menu

Account Manager Manage client accounts  (including resetting passwords) , Create
admin and sysop accounts and delegate administration tasks )

Client Filter Manager Manage client filters

Customer Manager Manage customers

When you create an account, you have the option to give an expiry date. You can also
suspend an account.

Using the Account Manager

Adding an Account

To add a n account;

=

Click Account Management on the WebAdmin menu bar.

N

Select Account Manager from the drop -down list.
Click Add New Account
The Add New Account page displays.

% For more information on  delegating administrative tasks to system operators
(sysops ), see the Sysop Permissions Guide at http://support.netsweeper.com

Netsweeper WebAdmin Guide February 20, 2009
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10.
11.

12.

13.

Add New Account

Account Information

*Login Name
First Hame
Last Name

Email Address

*0rganization

Description
*Account Password
*Verify Password

Classification @ Admin

© Sysop | Clone Sysop Permissions From Account

 User
Expiry =
Theme Global Theme -
Create account group policy: |

Fields with asterizsks (*} are required!

Submit | Back |

Figure 20 Add New Account page

Complete the Account Information  onthe Add New Account page, making sure that
you complete the  Login Name , Organization , Account Password , and Verify
Password boxes.

Select a classification for the user: Admin , Sysop , or User .

If the new account is for a sysop, you can clone the sysop permissions from
another account, if another sysop account has been created. Click the down arrow
in the box to the right of Sysop and select an option from the resulting list.

Set an expiry date for the account by clicking the calendar tool and selecting a
date.

Select a theme ( interface) for the account by clicking the down arrow in the box to
the right of Theme and selecting an option from the resulting list.

If this account will have its own group policy and not use one you have previously
created, select the box by Create Ac count Group Policy

Click Submit

A message will display at the top of the page advising you that the account has
been added.

Click Apply Settings on the taskbar to load the new account into all of the policy
servers.

Click Apply .
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Resetting a Password
To r eset an account password

1. Click Account Management on the WebAdmin menu bar.
Select Account Manager from the drop -down list.

3. Find the account name in the Accounts list and click the  Edit button beside it (in
the Actions column).

Account Manager

Add New Account | Account Group Memberships |
Account Search Search |
Actions [FlLogin Namel=] Classification Organization Description Owner Expiry Status
Edit admin admin (unassigned)

Edit / Delete branding user branding admin
Edit / Delete gspeed user MadeUp admin
Edit / Delete kspeed sysop Metsweeper Technical write admin
Edit / Delete tyler user netsweeper admin

Actions [FlLogin Namel=] Classification Organization Description Owner Expiry Status

Figure 21 Account Manager window with Accounts list.
The Account Information page for that account will display.

4. Create a new password for the account and type it in both the Account Password
and Verify Password boxes.

5. Click Submit

Click Apply Settings on the taskbar to load the new account into all of the policy
servers.

7. Click Apply .
You can also reset a password in the Client Filter Manager.

Resetting a Password from the Client Filter Manager
To reset a password in the Client Filter Manager:
1. Onthe W ebAdmin menu bar, click  Account Management and select Client Filter

Manager from the drop -down list.

2. Find the account Login Name inthe Accounts list, and Click Modify inthe
Actions  column, to the left of the account name.

3. This displays the Client Filter =~ Manager page for that account.
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Click Change Password beside the Actions box.
Onthe Change [Logi n Name] @age, Pysthemew pdss word inthe
New Password and New Password Again box and then click  Submit

6. Click Apply Settings on the taskbar to loa  d the new account into all of the policy
servers.

7. Click Apply .

Suspending an Account
To suspend an account:

1. Inthe WebAdmin, s elect Account Manager from the Account Management
menu.
Click Edit beside the account you want to suspend.

Click Suspend/Resume Account

4. Select the checkbox beside the option you want to disable and then click  Submit
(To resume an account, clear the checkboxes and then click Submit )
5. Click Apply Settings on the WebAdmin task bar in the top right corner of the page

and then click  Apply .

Using the  Client Filter Manager

Onthe Client Filter Management  page, you can:

1. Reset or remove installs once an account has reached its install limit.
2. Reset a user account password.

3. Upload a new version of the Netsweeper Client Filter

4

Generate uninstall keys , used to uninstallthe  Netsweeper Client Filter when a
user has forgottena  password and the affected computer has no Internet
connec tion to use in retrieving a new password

With the Client Filter Management  permission, you can uninstallany  Netsweeper
Client Filter using the same  Policy Server , even those outside of its group it belongs
to. You can also install the Netsweeper Client Filter on virtually an unlimited

number of computers under the same account. For these reasons, we recommend that

only admin users have access to these advanced functions.

The Client Filter Manager allows you to assume the identity of the account for

testing purposes. You can adjust the maximum nu mber of installs, maximum number
of profiles, setan expiry date for the account, or change the password, by click ing
Modify beside the account. You can reset the number of installs to zero for an

account by clicking Reset Installs . You can reset the accou  nts preferences for the
Profile Manager by click ing Reset Preferences

You can use the Release Manager to upload a new version of the Netsweeper
Client Filter ~ and then when users log on, it will tell them to update with newer

version.
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Resetting a Password from the Client Filter Manager
To reset a password in the Client Filter Manager:

1. On the WebAdmin menu bar, click Account Management and select Client Filter
Manager from the drop -down list.

2. Find the account Login Name inthe Accounts list, and Click Modify inthe
Actions  column, to the left of the account name.

This displays the  Client Filter Manager page for that account.
Click Change Password beside the Actions box.
Onthe Change [Logi n Name] @age, Bpeshe mew padsword in the
New Password and New Password Again box and then click  Submit

6. Click Apply Settings on the taskbar to load the new account into all of the policy
servers.

7. Click Apply .

Generating an Uninstall Key

When a user wants to remove or reinstall a client filter on his computer, th e software
will generate a security key and notify the user to contact his or her admin or sysop
for an uninstall key. The admin or sysop will then generate an Uninstall Key in the
Client Filter Manager

However, if a user forgets his or her password and does not intend to uninstall the
client filter, the ~ admin or sysop merely resets the password in the Account Manager.
To generate an uninstall key
1. Click Account Management on the WebAdmin menu bar. Select Client Filter
Manager fromthe resulting dropdown  menu .
2. Click Uninstall Key Generator
Type in the six-digit Security key thatthe user provides.
Click Generate Key .

Client Filter Manager

Client Fitter Manager | Release Manager | Uningtall Key Generator | Profile Templates |

The uninstall key generator allows you to generate an uninstall key for a Client Filter installation. The user must provide a security key from which the uninstall key is
generated.

Security Key

Generate Key | Back|

Figure 22: Uninstall Key Generator
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Using the Customer Manager

This is used primarily by ISPs with families as clients.
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Managing URL and Protocol Categories

Custom Category Manager

Category LIREL List

Category Definitions

Figure 23 Category Management menu options

Category Management

The Category Management tools allow an admin or sysop to manage the blocked or
allowed URL and protocol categories and create custom categories.

Table 3 Category Management Menu Options
Category Management Function
Tool
Custom Category Manager This tool a llows you to create or redefine filtering categories
and assign URLs to these categories

Category URL List This tool | ists the built -in and custom URL and protocol filtering
categories .

Category Definitions This is a list of the category definitions for all the built -in
categories used by Netsweeper. You can sort the category
definitions by category name, group or number or search the
category definition list.

Custom Category Manager

The Custom Category Manager allows the addition and maintenance of custom

categories. Any category you create will show up in your Category Definitions. It will

also show up in the logs and reports for your users when they try to access a URL that
you have added as part of a new category.

Category URL List

Netsweeper allows you to override the categories assigned to a particular site by
adding that URL to an Allow or Deny list.
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Category Definitions

The Catego ry Definitions page contains Netsweeper & official definitions of what type
of content a page must contain to be included into e ach of the available categories.
Additionally, if you create a new category, it will also show up in the Category
Definitions page in the WebAdmin
You can sort the definitions by name, number, or group. If you are looking for a
particular category, you can search the list by keyword .

Custom Category Hame Educatinl Gafmes

This category includes IRLS for infernet games that are educationsl]
Description

Submit Back

Figure 24:Add a Custom Category

Add inga Custom Category

It is possible for you to create your own custom categories. These are categories that
you want to filter or monitor, that are not in the Netsweeper default categories. The
maximum number of custom categories is seven.

To add a custom category:

Select Custom Category Manager  from the Category Management menu.
Click Add New Category

Type inthe Category name and a short description of the category.

Click Submit

a s wDnhPkE

Click Apply Settings on the WebAdmin task bar in the top right corner of the page
and then click Apply .

6. Add the list of URLs you want to associate with the category.
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Adding URLs to the Category URL List

If there are URLSs that you want to filter as part of a category, or URLSs that you feel
are incorrectly categorize  d, you can add them to the Category URL List and choose the
category to which they belong.

To add a URL to the Category URL List:

1. Select Category URL List from the Category Management menu , or click
Custom Category Manager from the WebAdmin menu bar andt hen click Modify
Category URL List

2. Click Add New URL

3. Typeint he URL (See How URL Lists??? , for proper syntax.) and select the
checkbox by any categories to which you want it assigned. Custom categories are
at the bottom.

4. Click Submit

Click Apply Settings onthe WebAdmin task bar in the top right corner of the page
and then click  Apply .

6. Click the created link to check the URL address.
To edit the URL, click Edit beside the URL address.

Tip If you have many URLs to add, import a list. Use the Cate gories Definitions
page to find the category numbers, which are the keywords in this case.

What Are the Built -In Netsweeper C ategories?

I nternet filtering fundamentally revolves around a
categorize a URL. Netsweeper provides more than 50 different URL categories for you
to use in filtering  Internet content.

The following pages list  the Netsweeper categories visible to the user/administrator.

There are also a number of internal categories that are generally invisible to the

use r/administrator that are used to manage error conditions and internal processing.

It is possible for a URL to belong to more than one category.

The Netsweeper categories can be fiteredin bl ackor ifswhi te | istd mode.
| i st 0 wherdyeu,choose a category, users will be blocked from going to or seeing

any URL that has been determined to belong to that category. For example , when you

select the Sports category, users are not allowed to go to URLs that are determined to
be sports websites.

I n Awhi t e | whenyouseateotd eafegory ,youare only allowed to go to URLs
in that category. A common question is whether Netsweeper has a Child Safe

category. Thisisan example of a white list category. To achieve this goal, you can
import a list of acceptable  websites and block all others.

The following list contains the categories that Netsweeper currently filters. The URLs
listed are representative but not a complete list. Example web sites were active at the
time of writing.
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Adult Filtering Group

This group includes URLs that reference, discuss, or show pornography, pictures,
videos, or sexually oriented material. It includes nudity, soft and hard -core
pornography, sadomasochism, bestiality, child porn, fetishes, stories, adult

mag azines, toys, or sex -related products or purchases

Table 4 Adult Filtering Group Categories

Adult Description

Category

Adult Image This category is similar to Pornography , but based on the content of images
instead of text.

Alcohol 160 This category includes URLs that reference alcohol, including wine, spirits,
beer, cocktail recipes, homemade alcohol, or any other alcoholic drink. It also
includes information about bars, pubs, nightclubs, bartending, liquor sales,
as well as hangovers and other side effects of alcohol.

Examples

Ontario Wine Society - http://www.ontariowinesociety.com/
The Beer Store - http://www.thebeerstore.ca/

Cocktail Recipes - http://supercocktails.com/

Alternative 41 This category includes URLs that reference habits or behaviors related to

Lifestyles social relations, dress, or recreation. These behaviors are typicall y important
enough to significantly influence the lives of a sector of the population and

hence can be used as a basis of social classification. Websites assigned to

this category are not pornographic, but may deal with lifestyle choices that

are sexual in  nature.

Examples
Euro Naturist - http://www.euronaturist.com/
American Vegan Society - http://www.americanvegan.org/

EatVeg - http ://www.eatveg.com/

Criminal 4 This category includes URLS that reference instructions or methods that

Skills promote, encourage, or provide the skills to do anything that is generally

considered to be illegal, criminal, harmful to the general public, and/or that
are forbidden by laws. This category does not necessarily reflect the laws of

any particular region or country. This category includes websites that

promote academic cheating or software hacking/key breaking. It typically

excludes any websitet  hat deals with the prevention of criminal activity.

Examples
Lock Picking - http://www.kickthefog.com/how_works.htm
Free For Essays - http://www.freeforessays.com/
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Extreme

Gambling

Hate Speech

Match

10

13

Adult No. | Description
Category
9

Extreme websites contain things that are considered far from normal. These
URLs are categorized as such for their degree of intensity. The pages are
usually violent and may depict or promote torture, mutilation, eating
disorders, or other dangerous or disturbing activities. This category does not
include pornographic fetishes or widely accepted "extreme sports”, such as
rock climbing, skiing, or other achievements.

Examples

Rate my Poo - http://www.ratemypoo.com/ratemy/poo

World of Death - http://www.everwonder.com/david/worldofdeath/
Faces of Death - http://facesofde ath.com/

This category includes websites that directly provide the ability to place a bet

or to determine the outcome of a bet, as well as websites that promote or

facilitate gambling. It also includes websites that range from purely factual to
strategic to cheating, websites related to lotteries or looking up winning

numbers, bingo websites, and websites that are for sports betting. This

category excludes websites that are clearly support websites for gambling

addiction.

Examples

Casinos Onli ne - http://www.casinochoice.co.uk/
Online Gambling - http://www.onlinegambling.com/
Poker - http://www.poker.com/

Hate Speech is the portrayal (written, verbal, illustrated, etc) of views that

are intentionally overwhelmingly critical or offensive to a person. It is

intended to degrade, intimidate, or incite violent or prejudicial actions

against someone based onrac e, ethnic affiliation, nationality, gender, sexual
orientation, religion, disability, or profession. Any description of one of these
groups or group members that uses strong or crude language, explicit sexual
references, or obscene gestures is considered H ate Speech.

Examples
KKK - http://kkklan.com
Symbols of Hate - http://gbgm _-umc.org/umw/anti - hate/symbolsofhate.html

Match Making is the  process of introducing people for the purpose of dating,
mating, and friendship. The URLSs in this category include topics related to
dating services, dating advice and tips, relationships, listings or personal
advertisements, and on  -line dating services.

Examples

Lavalife - http://www.lavalife.com

Speed Dating Toronto - http://www.singleinthecity.ca/
Dating Tips and Love Advise - http://www.datingfast.com/
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Adult Description
Category

Occult

Pornography

Profanity

Substance
Abuse

Weapons

Advanced

23

170

166

This category includes websites involving the study of secret or hidden
knowledge such as: cults, supernatural forces and events, occult lore,
vampires, astrology, witchcraft, mysterious symbols, and other phenomena
beyond ordinary understanding. It includes websites about these topics that
are historical or factual in nature and/or promote such practices.

Examples
Occult Books, Ritual Magic Books, Spell Books - http://anathemab  ooks.com/
Wicca Occult Witchcraft - http://www.robotz.com/~wicked/

This category includes URLSs that reference, discuss, or show pornography,
pictures, videos, or sexually oriented material. This category includes nudity,
soft and hard -core pornography, sadomasochism, bestiality, child porn,

fetishes, stories, adult magazines, toys, or any sexual related purchase. This
category excludes sex education websites.

Examples
Playboy - http://www.playboy.com/
Hustler - http://www.hustler.com/

This category includes websites with words that are generally considered
obscene, vulgar, or de  rogatory. This includes  sexual and racist slang

Examples
Profane Lyrics - http://lyricpapa.com/artist 5510_T.I
Profane Spoof of MADD - http://www.mapsu.org/

This category includes URLs that provide information on illegal drugs used for
recreational rather than medical purposes, or URLs that promote the abuse

of legal drugs. This category includes websites that promote the use of any
substance that produces a hallucinated ef fect on self or others. It excludes
informational websites that are clearly intended to provide description of

drugs and substances, their negative effects, and addiction potential.

Example
Marihuana - http://www.ma _ rihuana.com/

This category includes websites with information related to the promotion,
sale, or discussion of weapons. Weapons are any form of device used in
combat that can injure or kill, such as guns, knives, or swords. Websites with
information on how to build weapons or bombs are included in Criminal
Skills.

Examples
Nuclear Weapons - http://nuclearweaponarchive.org/
Guns & Ammo - http:/gunsandam __momag.com/

Filtering Group

The advanced group include s Internet functions such as file sharing and instant
messaging, as well as categories specific to Netsweeper.
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Category Management

Table 5 Advanced Filtering Group Categories

Advanced Description
Category

File Sharing

General

Global List

Images

Instant
Messaging

Invalid Serial

Misc Protocols

\[o}
152
150

105

253

151

100

108
104

154

Email is a protocol that allows you to send and receive text, HTML,
images, and other data files.

File sharing is the sharing and delivery of user specified files among

groups of people who are logged on to a file sharing network. Napster

was the first mainstream peer to peer software that enabled large -scale

file sharing.

This category includes URLs that do not belong to any other category.

The majority of the Internet is assigned to this category. Do not block this
category unless you are filtering in al
Example

University of Alberta Library - http://www.library.ualberta.ca

Global List is a list category that indicates the requested URL was found in

a global allow or deny list. This is a list of systemwide URLSs that have

been deemed by the administrator of the Policy Server as appropriate or
inappropriate. The global lists are set on the Policy Server and are applied
for all users using that Policy Server.

The Images category includes URLs for an image file, determined by file
name extension ( Example : www.netsweeper.com/images/logo.jpg ).
Generally, Images should not be blocked.

Instant Messaging is a form of electronic communication that involves
immediate correspondence between two or more users who are online
simultaneously. This includes text -based clients, as well as voice and
video capable Instant Messaging cli ents.

The Netsweeper Distribution Server returns the Invalid Serial category
when it detects the serial number of the Policy Server is invalid. (The
Policy Server sends its serial number to the NDS with each categorization
request.) The Policy Server then displays an Invalid Serial Number deny
page to the user. All pages will be denied until the Policy Server serial
number is corrected or properly registered with the Distribution Server
network.

Websites in this category have been identified by the Internet Watch
Foundation as containing potentially illegal child abuse images. URLs in
this category are omitted from all reports. This list is not managed by
Netsweeper. For more information, see IWF' S website at
http://www.iwf.org.uk/

Local List is a list category that indicates the requested URL was found in

a local allow or deny list. (For the Client Filter Residential Edition, this is
the allow/deny list for the account as set in the Profile Manager. For the
Enterprise Filter and the Client Filter Enterprise Edition, it is the

allow/deny list set for each specific Group.)

These are other application protocols like FTP and Newsgroups (NNTP).
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Advanced No. | Description
Category

Network 246 The Network Timeout category indicates that the Policy Server could not
Timeout obtain a category due to network latency or congestion. The New URL
category is always assigned to the categorization request made when a
Network Timeout occurs.

Network 252 The Network Unavailable category indicates the Policy Server could not
Unavailable communicate with the Category Naming Service. This can be caused by
Internet connectivity issues or other technical reasons. Categorization of
new content will be unavailable until the problem has been corrected. The
New URL category is always assigned to the categorization request made
when the Network is unavailable.

254 New URL is a temporary category assigned to a URL that has not been
categorized before or whose categorization has expired. Blocking the New
URL blocks any URL that has not already been categorized or whose
categorization has timed out. Normally, revisiting a URL immediately after
being denied as New URL will return the appropriate category for the URL
(it takes about one second to categorize a URL). If you block New URL
you are failing closed (deny) on any new URL; if you do not block New
URL you are failing open (allow) on any new URL.

No Text 248 No Text is used when the file extension of this page is not recognizable by
the Categorization Engine. Blocking is entirely based on the file extension.
Generally, No Text pages should not be blocked.

Override 103 Override Filtering is a system category indicating that filtering for this

Filtering user/group is disabled and access is allowed to URLs that would otherwise
be blocked. All requests are still logged and sent to the Reporting Server.

Redirector Page 47  This category indicates a URL that redirects the user to another page. Do
not block this category unl ess you are filtering it
mode.

Streaming 155 These are application protocols like Shoutcat, iTunes, RealPlayer,

Media Winamp, etc.

System List 107 System Listis a list category that indicates the requested URL was found

in a system allow or system deny list. This is a list of systemwide URLs

that have been deemed by the administrator of the Policy Server as
appropriate or inappropria  te. The system lists are set on the Policy Server
and are applied for all filters using that Policy Server. The System List
overrides the Global and Local Lists.

Unauthorized 101 Unauthorized Access is a system category used when the Policy Server
Access can not assign the user to a Group Policy and there is no default Group
defined. It is also known as Unknown IP since the request cannot be
associated with a filtering group.

Unknown 106 Any categories that the Reporter does not recognize are reassigned to
Category 'Unknown Category'. If this category starts to appear in your reports,
Netsweeper has changed some of its categories or has made some new
categories available. If this occurs, we recommended that you contact
Netsweeper to upgrade the categori es on your Policy Server.
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Advanced No. | Description
Category

Voice Over IP 153 Voice Over IP allows one to conduct telephone conversations over an
(VOIP) Internet connection. Calls to other VOIP users are often free, while tolls

are charged for calls to regular telephone and mobile telephone numbers.
WebAdmin 102 WebAdmin Access is a System category indicating that the WebAdmin was
Access accessed. This can indicate the deny page was displayed to the user.

Entertainment Filtering Group

The Entertainment group contains categories that involve  harmless entertainment,
such as sports and games.

Table 6 Entertainment Filtering Group Categories

Entertainment No. | Description
Category

Arts & Culture Art is a product of human creativity. It is the creation of meaningful
things; yet it does not need to be innovative to be good. Culture refers to
human activity. Varying definitions of culture reflects the different

theories for understanding and valuing human activity. Art that includes

the human body with an ero tic intent is typically included in this category
and the pornography category.

Examples

Metropolitan Museum of Art - http://www.metmuseum.org/home.asp
The Gallery of China - http://www.the  -gallery -of-china.com/

Cultural Traditions - http://weddings.pirate -king.com/wedcultures.htm

Entertainment Entertainment includes all things pertaining to music, recreation,
amusements, fan clubs, gossip, celebrities, movies, or any other form of
casual diversion. This category also includes personal websites devoted to
movies and television shows. Websites overwhelmingly critical of an
entertainer or group ~ are categorized as Hate Speech.

Examples
E! Online - http://www.eonline.com/
The Internet Movie Database - http://www.imdb.com/

Warner Bros - http://www.warnerbros.com/

This category includes websites that have games or information about
games, electronic games, computer games, card games, board games,
Internet games, and so on. This category also includes strategies, cheats,
and any websites that promote game makers, websites, or sellers.

Examples

Miniclip - http://www.miniclip.com/

Games - http://www.games.com/

Game Experts - http://www.gamexperts.com/
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Entertainment Description
Category

Humor This category includes URLs that entertain or make people laugh and feel
happy. It includes jokes, funny pictures, comic pages, comedy clubs etc.
This category could include some profane humor.

Examples

Ahal Jokes - http://www.ahajokes.com/

All Funny Pictures - http://www.jokesgallery.com/
Funny Pictures - http://www.humournet.co.uk/

This category includes any physical activity for the recreational purpose of
competition or self enjoyment. Sports typically involve side by side

competition and a scoring system. This category includes athletics, racing,
hunting, baseball, football, basketball, soccer, hockey, and so on.

Examples

The Sport Network - http://www.sportsnetwork.com/
TSN - http://www.tsn.ca/

Fox Sports - http://msn.foxsports.com/

Hidden Filtering Group

These are not categories, but instead are used when a user tries to search for
something, to get around the filtering. The results of a search for any of the Search
Keywords will be blocked, as long as the search engine used uses the safe search
function.

Table 7 Hidden Filtering Group Categories

Hidden No. | Description
Category

Safe Search 245  Safe Search is a mechanism to force the Safe Search on common search
engines. Netsweeper Safe Search works with the following search

engines: Yahoo, Google, MetaCrawler, Excite, Lycos, AOL, dogpile, hotbot,
Allthe Web. Although Alta Vista offers a safe search function, we do not
recommend relying onit . Note that if the Search Engine category is
blocked, no search engines are allowed, whether Safe Search is turned on

or not. Generally, safe search should be turned on.

Search 250 Search Keyword is a System Category. On the Policy Server,

Keywords administrators have the ability to define a list of words or phrases as
keywords. When the Search Keywords in URL category is turned on, any
URL detected as a Search Engine is parsed looking for a match with the
keywords. If there is a match, the URL is de nied. When this category is
turned on, any URL returned with New URL is also automatically scanned

for keyword matches and denied if there is a match.
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Information Filtering Group

These categories include websites that are informative, such as news sites.

Table 8 Information Filtering Group Categories

Information Description
Category

General News This category includes websites which involve the reporting of current
events by local, regional, or mass media in the form of newspapers,
television, radio programs, and websites on the World Wide Web. Most
news is investigated and written or broadcast by journalists (or reporters)
and often distributed via news agencies. This category includes any
mainstream newspaper, televi sion stations, and radio station website.

Examples

BBC News - http://news.bbc.co.uk/
CNN - http://www.cnn.com/

The Star - http://thestar.com/

Journals and Journal and Blogs (or web logs) are electronic diaries or personal

Blogs chronicles, intended for open communication and sharing of thoughts,
knowledge, and opinion. This category includes websites that range from
personal and medical to literary an d culturally -oriented publications. This

category typically does not include electronic forms of mainstream
magazines and newspapers. Also does not include personal/family web
pages unless there is a diary or blog component.

Examples
45 Wyndham - http://45wyndham.blogspot.com/
Science Blog - http://www.scienceblog.com/

Political Politics is the process and method of decision making for groups of human
beings. Although it is generally applied to governments and poalitics, it is
also observed in all human group interactions including corporate,
academic, and religious. This category includes websites related to the
structure or affairs of government, politics, or the state.

Examples
Political Resource - http://www.politicalresources.net/
Democrats - http://www.democrats.com/

Portals Portals are web -based applications that provide a single starting point to
retrieve information from multiple sources. For example, the content of a
portal could include web searching, news, free -email, discussion groups,
online shopping, references, and o ther services.

Examples

Yahoo! - http://www.yahoo.com/

Google Directory - http://directory.google.com/
Best of the Web - http://botw.org/
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Information No. | Description
Category

Religion 26 Religion is any specific system of belief, worship, or conduct that
prescribes certain responses to the existence of a God or Gods. This
category includes URLSs related to or dealing with religious beliefs,
practices, faith, churches, worship, a nd so on.

Examples
Deism - http://www.deism.com/
Christianity - http://www.christianity.com/

Self Help 22 This category includes websites which provide the information or support
for an individual or a group to better themselves economically,

intellectually, physically, or emotionally. This category ranges from

therapy methods to support groups.

Examples
Teen Drug Use - http://helpfort _eens.net/
Drug Addiction Treatment - http://www.soberrecovery.com/

Ask the Dietitian - http://dietitian.com/

Sex Education 27 Sex Education is the study of human reproduction, sexual intercourse,
and other aspects of human sexual behavior. Websites in this category
usually describe the various stages of reproduction including the
conception, the embryo, the fetus, and the birth of the baby. It also

includes topics such as sexually transmitted diseases, abortions,
contraception, abstinence and sex advice.

Examples
Society for Human Sexuality - http://www.sexuality.org/
Averting HIV & AIDS - http://www.avert.org/

Social 33 Social Networking sites are virtual communities that allow members to
Networking connect and communicate with friends, family, business contacts, and
individuals who share similar interests. Social networking sites are also
used to share photos and videos, plan events, schedule meetings, and
share information. Much of the content contained within these sites is
harmless in nature, however social networking sites can be venues for
cyber bullying.

Examples

Facebook - http://www.facebook.com/

MySpace - http://www.MySpace.com/

Technology 31 Technology is the development and application of tools, machines,
materials, and processes that help to solve human problems. This
category includes websites that pertain to technology related content. It
also includes websites that offer a software download, either for free as a
trial or for purchase.

Examples

Netsweeper - http:/ /www.netsweeper.com
Microsoft - http://microsoft.com

Technology Review - http://www.techreview.com/
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Information Description
Category

Travel Travel is the transport of people on a trip or journey, primarily for
vacation, tourism, or family outings. This category includes websites that
have discussions of favorite travel destinations, discounts for travelers,
special events in different cities, travel guides, vacations, accommodation,

transportation, regulations, maps, weather, and bookings. It also includes
websites directed toward business travel.
Examples

Lonely Planet - http://www.lonelyplanet.com/
Expedia - http://www.expedia.com /
Destinations - http://www.destinations.ca/

Miscellaneous Filtering Group

These categories do not fit in to one of the other larger groupings of categories.

Table 9 Miscellaneous Filtering Group Categories

Miscellaneous Description
Category

Investing This category includes websites for Internet banking systems that allow
users to invest online, view their equity portfolio, and ask the bank to buy
shares or bonds on their behalf. It also includes URLs about stocks and
quotes, money management, online publications, banks, discount
brokerage services, mutual funds, and portfolio management.

Examples
RBC Investing and Trading - http://www.actiondirect.com/
Online Investor Complaint Service - http://www.investingcomplaints.com/

Index Funds - http://ww__ w.indexfunds.com/

Job Search Job Search websites allow people to search and apply for employment
positions. This category also includes URLs which include resume writing
and interviewing skills, career information, classified advertising, job
databases, and job application pages.

Examples

Career Builder - http://www.careerbuilder.com/

Monster - http://www.monster.com/

Resume Writing - http://www.rockportinstitute.com/resumes.html

The Sales category includes any website offering consumers the ability to
purchase products or services online. In some cases, it may include

websites that provide a catalog of products that are offered for sale off -
line.

Examples

eBay - http://www.ebay.com

Pets 4 Sale - http://zooclub.biz/

Best Buy - http://www.bes _tbuy.ca/
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Miscellaneous Description
Category

Search Engine A Search Engine is a tool that helps web users to search the Internet using
keywords. Some Search Engines work by automatically searching the
contents of other systems and creating a database of the results, and

other Search Engines include only material manually approved for inclusion
in a database. Some combine the two approaches. Many Internet pages
offer some form of search function. Blocking Search Engines blocks only
websites whose sole purpose is Internet search.

Exampl es

AltaVista - http://www.altavista.com/
Google - http://www.google.com/

Web Chat 54 This category includes websites that contain computer programs that
enable two -way communication between users within an active browser
window. This category includes any type of instant messaging and forums
that talk about current events, debate, and share common interests. This
category does not block instant messaging applications tha t are run
outside a browser, such as MSN, AlM, or Yahoo Messenger.

Examples

Yahoo! Chat - http://chat.yahoo.com/

Chat Zone - http://www.chat -zone.com/
Physic Forums - http://www.physicsforums.com/

Web Email 53 The Web Email category includes websites that permit users to send and
receive text, HTML, images, and other data files to each other. This
category does not block email client applications that run outside a
browser, such as Outlook, Thunderbird, or Eudora.

Examples
Yahoo! Mail - http://mail.yahoo.com/

Hotmail - http://www.hotmail.com/
Lycos Mail - http://mail.lycos.com/
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Security  Filtering Group

The security categories are the categories that pose threats to your computer, or
websites that could potentially help the user get around the filtering.

Table 10 Security Filtering Group Categories

Security Description
Category

Adware Adware, while not necessarily malware or spyware, is advertising that

goes beyond what one would reasonably expect while surfing the

Internet. Banner ads and pop -up ads in this category can be used to
track your activity and display ads based on your surfi ng patterns. Ads
and other marketing materials are typically drawn from an ad server at

a different website.

This category includes URLs that are advertisements. If you block the
adware category, many portal pages may appear broken - what is
actually happ ening is that the advertisements are being blocked while
the main content is still displayed. Most frequently visited web pages

are actually composed dynamically, drawing data from several sources

at once. Each portion of a page drawn in from a unique loca tion is
categorized and filtered separately.

Directory 249 The Directory category includes URLs that produce a directory listing

instead of a default html page. This page is generated by the remote

web server if no default html page is available and directory browsing
is enabled. These directory files can be images, movies, applications, or

any other type of file. Each individual file within the listing will be

assigned a category once requested. Generally, Directory websites

should not be blocked.

Ex amples
http://wcwinc.8m.com
http://home.nycap.rr.com

Host is an IP 244  This category identifies a request that is in the form of an IP address.
This means the DNS or host name was not used. It is possible that
allowing this type of request could in some circumstances override
normal content filtering settings. Generally, pages accessed by IP
should be blocked.

Examples

Internal Website - http://192.1 68.1.1

Google - http://216.239.57.104/

Intranet Servers 243 Intranet Servers are remote servers which are not located on the
Internet. The Netsweeper categorization servers will not be able to
scan these websites for ~ content. These are normally servers located
behind firewalls and on your local area network.

Examples
Private IP - http://192.168.1.1
Invalid Top Level Domain - http://myserver.intranet
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Category Management

Security No. | Description
Category

Malformed URLS

Phishing

Proxy
Anonymizer

Under
Construction

Viruses

247  This category is used when a URL is not valid (for
following URL with a semicolon instead of a colon:
http; \\www.google.ca). Generally, malformed URL pages should be
blocked.

Example

Blank host segment

example , the

- http://www..com/

18 This category includes URLs that are known or suspected phishing
websites. These are typically financial fraud or identity theft websites.
Blocking this category does not guarantee that ALL fraud or phishing
websites will be blocked. Generally, phishing pages should be blocked.

32 This category includes URLSs that allow a user to mask their identity
online. These websites can be used to bypass the filtering. Therefore,
anonymizer pages should be blocked.

Example
Anonymizer.com - http://www.anonymizer.com

40 This category indicates a website that has been identified by the owner
as being incomplete or under construction. Generally, Under
Construction pages pose little threat and need not be blocked.

21 This category includes known or suspected URLS associated with
computer viruses. Selecting this as a category to block does NOT
guarantee that all viruses websites will be blocked. Selecting this
category does NOT inspect email attachments or files copies or
downloaded to the computer. You should take additional precautions to
avoid viruses.

Table 11 Filtering Categories Sorted by Number

No. Category

Arts & Culture
Criminal Skills
Occult

Match Making

Entertainment
Extreme
Gambling

11 Games

12 General

13 Hate Speech

14 Humor

15 Investing

Group No. Category Group

Substance Abuse

Journals and Blogs Info Job Search Miscellaneous
Entertainment Adware Security
Adult - Phishing Security
Adult Sales Miscellaneous
Adult Political Info
Adult Viruses Security
Entertainment - Self Help Info
Adult Pornography Adult
Adult - Sports Entertainment
Entertainment Travel Info
News Info Religion Info
Adult Sex Education Info
Entertainment Search Engine Miscellaneous
Miscellaneous Technology Info
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No. Category Group No. Category Group
Proxy Anonymizer Security iSYEN  Instant Messaging (IM) Advanced
Social Networking Info Email Advanced
Educational Games Entertainment Voice Over IP (VOIP) Advanced
Portals Info Misc Protocols Advanced
Under Construction Security Streaming Media Advanced
Alternative Lifestyles Adult Alcohol Adult
General Advanced Weapons Adult
Redirector Page Advanced AN Profanity Adult
Web E - mail Miscellaneous Adult Image Adult
Web Chat Miscellaneous Intranet Servers Security
Invalid Serial Advanced Host is an IP Security

a0k Unauthorized Access Advanced ZZIsB Safe Search Hidden
Webadmin Access Advanced 228 Network Timeout Advanced

0P Override Filtering Advanced 7ZYA Malformed URL Security
Local List Advanced Pzl No Text Advanced
Global List Advanced Directory Security
Unknown Category Advanced Search Keywords Hidden
System List Advanced Network Unavailable Advanced

108 WS Advanced 7l Images Advanced
File Sharing Advanced P78 New URL Advanced

Creating a New Category

It is possible for you to create your own custom categories. These are categories that
you want to filter or monitor, that are not in the Netsweeper default categories. The
maximum number of custom categories is seven.

To add a new category:

Select Custom Category Manager from the WebAdmin menu bar
Select Add New Category

Enter the Category name and a short description of the category.

Select the Submit button.

S

Select Apply Settings fromth e topright andselectthe Apply button.

The category has now bee  n created, but you must enter the URLS you want
associated with the category, otherwise it will not filter anything.
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Adding URLs to the Category URL List

If there are URLSs that you wish to filter as part of a category, or URLs that you feel
are incorrectly categorized, you can enter them in the Category URL List and choose
the category to which they belong.

To add a URL:

1. Choose one of these actions:

2. Select Category URL List from the Category Management menu.

OR

3. Click Custom Category Manager  on the Category Management menu and click
Modify Category URL List.
Click Add New URL.
Type the URL into the box. (See the Netsweeper WebAdmin Guide  for proper
syntax.)

6. Selectthe checkboxes bythe categories youwant to assign to this URL. Your
custom categories list at the bottom of this Web page.

7. Click Submit

8. Click Apply Settings from the task bar on the top right part of the page and then
click Apply .

9. Once you have a dded a URL, you can click the link by it in the Custom Category

Listto go to it.

You can edit the URL by selecting
the Netsweeper WebAdmin Guide

Edit beside the link. For more information see
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Using the Report ing Tool s

Reparts

Report Wizard
Dermand Reports
Scheduled Reports
Continuous Reports
Cluick Reports

Report Manager

Figure 25 Reports menu

Reports Function

Report Wizard

Demand Reports Generates one -time reports as you order them

Scheduled Reports

Continuous Reports Generates continuous reports on filtering activity

Quick Reports

Report Manager Manages the overall reporting system

See the Netsweeper Reporter Guide at http://support.netsweeper.com /.
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Using the Reporting Tools Creating Quick Reports

Creating Quick Report s

Netsweeper provides three built -in r eporting tools:

Quick Reports These are commonly used, built -in reports typically generated
on a daily, weekly, or monthly basis, so that you can review

Internet use on your network. They usually generate at

midnight at the end of the reporting period

Quick Demand Reports These reports are generated once, not repeatedly. They

contain the same information and layout as Quick Reports but
cover any time period you specify I beginning as far back as
your logs are stored.

Quick Search This tool allows you to filter the Request Log by users or
certain types of requests.

Types of Quick Reports

By default, five  types of Quick Reports and Quick Demand Reports  are available to all
WebAdmin users. However, depending on  the privileges assigned to your WebAdmin
Login by the master admin , you may not have ac  cessto all Quick Reports and/or you
may also have accessto eight additional reports

Default Quick Reports o Internet Request Activity e Top 10 Websites Allowed
e Category Activity Allowed e Top 10 Websites Denied
e Category Activity Denied
Possible additional reports e Category Activity All

e Top 10 Websites All

e Top 100 Websites All

e Top 100 Websites Allowed

Top 100 Websites Denied
Request Log All

Request Log Denied
Request Log Allowed

If you are the  master admin , see Allowing and Hiding Quick Reports.

You can selectas many Quick Reports as you like, although Reporter Settings may
limit the report size or hard disk space available to store reports. Only the master
admin can access the Reporter Settings
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Using Quick Reports to Monitor Your Network

Below is alist of the Quick Reports with the common netwo rk concerns that you can
monitor with them

Quick Report Issues the report can monitor

Internet Request Activity When are the peak Internet usage times on my network?
When do most denied requests occur?

How much Internet traffic (requests per minute) does my
network handle during the lunch hour?

Category Activity (All) How many requests were made to a specific category?

Category Activity (Denied) How many requests to access a specific category were
denied?

Top 10 Websites (All) What are the most frequently requested Web sites on my
network?

Top 10 Websites (Denied) What Web sites does the Netsweeper filter most
frequently block?

Request Log (All) What Internet resources did my users attempt to access?
Request Log (Denied) Which Internet requests were denied?

Sample Quick Reports

INTERNET REQUEST ACTIVITY

REPORT DATE |fSat. Nov 01, 2008 00:00:00]|
PROCESSED AT |[Tue. Dec 30, 2008 16:46:45]

REPORT
INTERVAL

REPORT OWNER |jadmin

Every Month

Reguests per 30 Min
W Total Requests O Requests Allowed [l Requests Denied

Feguests

ST T N

Moy, 2008

o
2
=

=
=
=

Figure 26 Internet Request Activity Quick Report
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Creating Quick Reports

” CATEGORY ToTaL PAGES
CATEGORY ACTIVITY (ALLOWED) o o]
Intranet Servers 6062]
’;Vebadmm Access 2228
REPORT DATE |Sat. Nov 01, 2008 00:00-00| \M List 1348
PROCESSED AT |[Tue, Dec 30, 2008 16:46.4¢] lioumals and Blogs 509
REPORT [Sports 219
INTERVAL Every Manth ISearch Engine 218)
REPORT OWNER |[admin % 208
(Gamblin: 201
Redirector Page 108]
Total Pages Per Category \Sa\es g
O General: 6487 W Intranst Servers: 6062 ‘L“CE' List %
B Webadmin Access [ Global List 1346 General News 90
2226
W Journals and Blogs: O Sports: 219 !zmals 10
H dware 58
@ Search Engine: 218 O Technology: 208 Images 3
W Gambling: 201 H Redirector Page: 106
0O Sales: 93 O Local List 85 e Protocols 4
B General News: 90 O Portals: 76 (Games 32
I Adware: 58 W Images: 34 lPornoaraph 23
@ Misc Protocals: 34 O Games: 32
W Pornography: 23 O Search Keywaords: 22 |:Y—S“’”‘ Keywords 22
[ Entertainment: 20 W Travel: 18 [Entertainment 20
O Hastis an IP: 11 W Mo Text: 3 frravel 1
I Mew URL: & W Web E-mail: § -
W Directory: 6 W Investing: 6 Hostis an IP i
B Social Metworking: 4 E Occult: 3 No Text 9
O Cverride Filtering: 3 O Arts & Culture: 3 Mew URL g
O Alcohol: 2 O Malch Making: 1
I Sex Education: 1 b E-mail 6
Directory 6]
Investing §
[Social Networking 4
[Occult 3
[Override Filtering 3
{Arts & Culture 3
Alcohol 2
Match Making 1
[Sex Education 1
otal 18250
Figure 27 Category Activity Allowed Quick Report
(Image is divided into two parts to allow larger display.)
REPORT DATE ||Sat, Mov 01, 2008 00:00:00
PROCESSED AT |[Tue, Dec 30, 2008 16:46:44)
REPORT
Every Month
INTERVAL Y
REPORT OWNER |jadmin
URIHoOST TOTAL PAGES
http://legolas 6061
http://demo.netsweeper.com:8080 1907]
http://feeds. wordpress.com 485
http.//demo.netsweeper.com 387]
http://feedproxy.google.com 386
http/fwww.ladbrokes.com 219
https:/furs.microsoft. com:443 105
http://cdni. evewonder.com 62
http:/fwww. google.ca 56
http://static.cache.l.google.com 50)
Other 1262
iolﬁl 10980

Figure 28 Top 10 Websites Allowed Quick Report
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CATEGORY ACTIVITY (DENIED)

REPORT DATE

Sat, Nov 01, 2008 00:00:00

PROCESSED AT

Tue, Dec 30, 2008 16:46:44

REPORT
INTERVAL

Every Month

[ REPORT OWNER |fadmin

Total Pages Per Category

W Unauthorized Access:

32419
B Images: 63
O Technology: 52
O Portals: 32
W Pornography: 18
[ Global List: 13
O General: &
O Search Keywaords: 4
O Hostis an IP: 3
O Unknown Category: 3
O Streaming Media: 1
W Journals and Blogs: 1

W Gambling: 63

O Search Engine: 62
@ Advware: 50

@ Misc Protacals: 25
@ Redirector Page: 14
W General Mews: 12
O Sales: 5

O Local List: 3

[ Mew URL: 3

O katch Making: 1

O Alcahaol: 1

W Social Metworking: 1

CATEGORY TOTAL PAGES
Unauthorized Access 32419
Gambling 69
Images 65|
Search Engine 62
[Technology 22
Adware 30)
Portals 32
IMisc Protocols 25
Pomography 1§
Redirector Page 14|
Global List 13
General News 12
General 6
Sales 5
Search Keywords 4
Local List 3
Host is an IP 3
New URL 3
Unknown Category 3
IMatch Making 1
Streaming Media 1
Wlcohol 1
Journals and Blogs 1
Social Networking 1
[Total 32863
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Figure 29 Category Activity Denied Quick Report

February 20, 2009

59



Using the Reporting Tools

Creating Quick Reports

Tor 10 WEBSITES (DENIED)

REPORT DATE ][Sat, Nov 01, 2008 00:00:00]|
PROCESSED AT |[Tue, Dec 30, 2008 16:46:44]

REPORT
INTERVAL

REPORT OWNER |jadmin

Every Month

URI HoST TOTAL PAGES
http:/fnews. google.com.au 65|
http-/fg.msn.com 46
http:/fdemo.netsweeper.com 38
http://stats update microsoft. com 37|
http://catalog.video.msn.com 30
http:/fwww.google.com 24
http://msnportal 112 207 net 23|
http-/fwww.google.co.uk 18|
http:/fwww. betamerica.com 16|
http-/fwww. partypoker.net 14
|Other 277
m 588

Figure 30 Top 10 Websites Denied Quick Report

Report Date
Processed At
Report Interval

Report Owner  admin

4k

B Total Requests

Sum, Jul 13, 2008 00:00:00
Tue, Jul 22, 2008 11:33:51

Every Week

Requests per 2 Hours
O Requests Allowed @ Requests Denied

35K

Ik

25k+

Ly

Reéquests

15k+

oy

Jul 13, 2005

Jul 14, 2008 4
Jul 17, 2008 4

JUl 15, 00§ 4
Jul 16, 2005

Z

Jul 18, 2008 -

Jul 19, 2005 4

Figure 31 Internet Request Activity

Report
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Category Activity Report

These report s include a pie chart and table of the categories assigned to each Web
page requested. A page can be assigned to one or more categories so the total

indicates all the categories that were assigned, not just the number of pages that

were categorized.

There are up to three Category Activity reports available on your Reporter: all ,
allowed ,and denied . Using these reports you can include all pages, regardless of
category (all); include only pages in allowed categories (allowed); or include only

pages in denied categories (denied).

Ropsrt Date  Ties, Jun 47, 2008 0000000
Processed A Wed, Jun 18, 2008 1200-%1

Report Interval  Fery Dy

Tatal Pages Per Catepary

W Asware: 17

B Mz URL: 96

W Habwvork Unavalabile: G0
B Poiragraghy: 55

O Search Keywords: 48
B Glabad List 34

W Criminal Skils: 33

O Substance Abwse: 22
B Hate Speeck: 20

W Web Chat 18

B Poigical 11

O Maich Making: 10

W Estrémi: 4

O Presy Anomgnizes: 1

H Occut 1

O Weaparss: 1

B Religian: 1

Category Total Pages

aacare nr
Farw URL ]
Hstwar Usavaiabie 1]
Pemagraahy 8
Sewrch Keywords L]
Gkl Lt M
Crissal Siils 3
Sutalance Abise 2
Hate Spesch 20

3
7

Ustich Wiy 10

Figure 32: Category Activity  Report
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Requested Web Site s Reports

These reports include a table of the Top 10 or Top 100 mostrequested Web site s.
Web site s notin the top ten are grouped together under the heading O ther . This
report does not include non  -HTTP requests, such as email or instant messaging.

You can have uptosix Top Web  Site reports available on your Reporter. This report

also has six variations:

Top 10 Reports Top 100 Reports

All All

Allowed Allowed

Denied Denied
This report  lists the top Web sites, not individual pages. A Web site is a collection of
web pages that share the same host and port. The Total Pages  column combines all

requests to any Web pages at the site.

Report Date  Tue, Jun 17, 2008 00:00:00
Processed At Wed, Jun 18, 2008 12:00-4%9
Report Interval  Every Day
Report Owmer  admin

URI Host Total Pages
http:ifad uk doubleclick.net 93
http:ifad doubleclick net 47
https sl google-analytics. com:443 41
http:ifcoumers freewebs. com 35
http:#fc2, statcounter.com Et
http:/fads. adviva.net 2
http:ffadeo.google.com 15
http:/ad linksynergy.com 13
http:ffwww. youtube. com 13
http:/pagead2 googlesyndication.com 10
Cither 335
Total 658

Figure 33:Top 10 Web Sites ( Denied) Report
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Request Log Report

This report consists of a table that liststhe  Date , URI , Category , and Denied Flag
for every Internetreq  uest. A request includes any attempt to access the Internet. This

includes email, instant messaging, file sharing, and any other Internet -based protocols
T not just Web site s. The Denied Flag column indicate s whether a requestwas

allowed .

Up to three Req uest Log reports are available on your Reporter: all , allowed , and
denied.

Processed At \Wed, Jun 18, 2008 14:20:08
Report Cwnor  adiver

Deniod

Date URl Category Flag

o1 bitgfrwoos aceaniight comibsh himl Atta & Culure  Allowed

2080517 i rwwem googie co. kit Tsa=TAc1=resAed=2Rurl=hip ¥ AKZF %2F waw cceanlight com%2Ffish PmiSei=RIISKaF 0SCgTohUhateAg Soarch Engine  Allowed
Ats &

20030617y . ocaanight com/oceankght css Cultie Ho R

084578 Toxt

2008-06-17 s &

e ns i lwees oceaniight comthurmbs/ 12531, jpg Cultus Jrnages  Akwed

20080617 Atts &

oogEs P oceaniight comihumbs/ 05764 jpg Cultwre Images e

aguf;ﬁ” itp:Mwww. ocoandight comdconfig j5 Auts & Culure  Allowed

20080617 Atts &

odays hllwee oceaniight comthumbs/085TY jpg Cultue fmages  "UWed

2008-06-17 . Arts &

o-45gg  Ditplfwee oceanlight comhumbs/ 13718 jpg Culture Images Alewed

2008-06-17 s &

agaze | MBI oceanlight comihumbs/ 12553 jpg Cultue Jrnages  “lkwed

Figure 34:RequestlLog Report

Starting Quick Reports

Each report can be scheduled to run daily, weekly, or monthly. The first time you
select a Quick Report , the report for the previous day, week, or month is
automatically generated. The report may take some time to generate. You may need
to refresh the page after a couple seconds before the report is accessible. Subsequent
reports are created at midnight at the end of the report cycle, according the time
settings of the Policy Server (not necessarily your local time settings).

To create a Quick Report:

Log on to the WebAdmin.
Click Reports on the WebAdmin menu bar.
Select Quick Reports from the Reports menu.

Select the check box beside each type of Quick Report you want to create.

a M 0w noe

If you want the reports sent to you by email, type your email address in the Email
Reportsto  box. To sendthe reportsto  multiple email addresses, by separating
each address with a comma (,) and no spaces.
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6. Select Save .

Daily Reports

¥ Internet Request Activity 5.75 kB
I Category Activity (allowed) 1B
rd Category Activity (denied) 1B
'l Top 10 Websites (allowed) 32 B

rd Top 10 Websites (denied) 45 B

More

More

More

More

Maore

Weekly Reports

¥ Internet Request Activity 335 B
I~ Category Activity (alowed) 12 B
v Category Activity (denied) & B

v Top 10 Websites (alowed) 742 B

I Top 10 Websites (denied) 452 B

Email Reports To: jﬂne.du@netsweeper.cum,juhn.due@n etsweeper.com

Quick Reports for admin

Pleaze select the reports you would like and press Save when finished.
Monthly Reports

More ¥ Internet Request Activity 5.77 kB Wore

More [V Cateqory Activity (allowed) 35 B More

More ¥ Category Activity (denied) 25 B Wore

IMore I Top 10 Websites (allowed) 9.56 kB More

More ¥ Top 10 Websites (denied) 4.1 kB More

Save |

Figure 35 Quick Reports page.

The report now generates .

7. Ifyou type your email address
send you the report for the last

the Reporter will send you

in the Email Reports To
report cycle. For example, if your report run
a report for yesterday's activity.

box, the Reporter will

s daily,

Quick Reports for admin

Daily Reports
[l internet Request Activity
(=] Category Acthity [allowed)
[ Category Actiity (denied)
[ Top 10 Websites (allowed)
] Top 10 Websites [denied)

Plagse select the rapots you would ke and press Save when finished.

Weekly Reports

Ointermet Request Activity

O Categeny Acthity (allowed)
[ Category Activity (denied)
[CITop 10 Websites (allowed)
[Top 10 Websites (denied)

Email Rapors To: example1@netsweeper, com, example 2@netsweeper.com

Monthly Reports
[Jintemet Request Actity
Clestegary Actiity (allowed)
Ol categary Actrity (denied)
[CITop 10 Websites {allowed)
ClTop 10 Websites (denied)

Tas1

_Saw |

Figure 36: Create Quick Reports

Empty reports ( containing no data ) may notb e sent, depending on your
If you are the  master admin

, see Setting Report Restrictions

settings.
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Viewing Quick Reports over the Web

Opent he WebAdmin to view reports within your browser
To view a report

1. Log on to the WebAdmin.

2. Select Quick Reports from the Reports menu.

3. Select the name of the report to view the latest report by with that name  or select
More and choose a report date.

Note If you just created the report, it may not have finished processing yet. Wait a
few seconds and then return to the Quick Reports screen and try again.

Stopping the Delivery of a Quick Report

You can stop a Quick Report  from being emailed to you or from being generated
altogether. In the first case the reports is still generated on a regular basis and is still
accessible using the  WebAdmin . If you completely stop the report, it will no longer be
accessible by email or th  rough the WebAdmin .

To stop the emailing of a Quick Report:

1. Log on to the WebAdmin.

2. Select Quick Reports fromthe Reports menu.

3. Delete your email address from the Email Reports To box.
4. Select Save .

Stopping the Generation of a Quick Rep ort

To stop the generation of a Quick Report:

1. Click Reports onthe WebAdmin menu bar .

2. Click Quick Reports from the drop -down Reports menu.

3. Clear the check box beside the Quick Report  you want to stop.
4. Select Save .

Your report will no longer be emailed or available onthe WebAdmin.
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Using Quick Demand Reports

Quick Demand Reports are a special class of  Quick Reports generated once (not on
aregular basis , as are other Quick Reports). Instead of receiving reports for a
particular day, week, or mon th, you can create a Quick Report that covers any date

range, starting as far back as the logs are stored.

Creating a Quick Demand Report
The Quick Demand Reports are only accessi ble fromthe Demand Reports page.
They list at the bottom of the page, under the Demand Reports

To create a Quick Demand report

1. Log on to the WebAdmin.
2. Select Demand Reports fromthe Reports menu.

At the bottom of the page is a section called Quick Demand Reports
Add Category Report
Add Activity Report
Add Top Websites Accessed Report
Add Top Websites Denied Report

Add Reguest Log Report

Add Denied Request Log Report

Figure 37 List of available Quick Demand Reports on the Demand Reports page

3. Selectthe Quick Demand Report you want from the list

4. Select the Start Date and End Date for the report.

5. Type all dates in the following format: MONTH DAY, YEAR. 1

6. If you chosethe Top Websites Accessed or the Top Websites Denied report,
type in the number of entries you want in the Number of hosts to display field.

7. Ifyouwant toemailthereport ,typein theint ended r e emapaddesst Yos
can send the reports to multiple email address es by separating each addres s with a
comma (,) and no space

8. Select Submit

The new report  will process. If you provided an email address, you should receive
the report sh ortly. If youd id not provide an email address or want to access it
immediately, you can view it over the Web.

1 Use only the first three letters of the name of the month. For example, use NOV for
November .
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Viewing a Quick Demand Report

You canuset he WebAdmin to access and view reports. However, a report may not be
available immediately after you create it. The Reporter must first process the report,
which may take a few minutes, depending on the size of the report and the number of
reports waiting to process

When the Reporter  processes a Quick Demand Report, the status changes from
Waiting to  Started Processing, and finally to Processed

You can generate  Quick D emand Reports in HTML, PDF, CSV, or plain text. However,
only PDF andthe default View can contain graphs. Other formats contain data tables
only.

To view a Quick Demand Report
1. Click Reports on the WebAdmin menu bar.
2. Click Demand Reports on the drop -down Reports menu.

3. If the status of your report is still Waiting  or Started Processing , click Refresh
to rel oad the page and check whether the report  has finished processing.

4. To quickly view the report in the default format, select the name of the report.

Select View beside the name of the report you want to view. The name of each
Quick Demand Report is automatically generated. It always includes the type of
report and the date range that the report covers.

6. Select View to view the report in the default format or select PDF, HTML , CSV, or
Plain Text to view the report in that format.

Actions “Repoart Date= Process 5tart Date Process Time Size
View / Email/ Delete | PDF f HTML | G5V Text 2008-07-04 11:27:25 2008-07-04 11:27:25 00:00:00 iB
Actions =Report Date= Process Start Date Process Time Size

Figure 38: Choose format to view report
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Sending a Quick Demand Report by Emall

If you did not enter your address when creating the report or you want to resend the

report to yourself or to others, you can still do so after the report has been created.

You can also send to one or more addresses as a carbon copy (cc:) or a blind carbon
copy (bcc:) , as you would a regular email.

To email your report

1. Log on to the WebAdmin.

2. Select Demand Reports from the Reports menu.
3. Select View beside the report you want to send.

4. Select Email .

5. Type in the email addresses to send the report to.

By default, the report is sent as part of the email body. | nstead , you can choose to
email alink to the  actual report or  email the report as an attachment in PDF, HTML
(text only), CSV (comma separated values), or Plain Text format.

HTML (text only), CSV , and Plain Text files contain data tables only, not graphs.

For this reason, only the first three options are recommended unless you plan to

export the data into a third party reporting tool , such as Microsoft Excel , Microsoft
Access, or Crystal Reports.

6. Select Send Email
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Deleting a Quick Demand Report

If you no longer need your Quick Demand Reports, you can delete them to save room
on your hard drive for other reports.

To delete a Quick Demand Report

1. Logontothe WebAdmin.

2. Select Demand Reports from the Reports menu.

‘Demand Repornts for admin

Report Wizard | Sessch Requests | Rekesh |

Show Reports for User: admin w

Demand Reports for admin

Actions EMame= Status Interval Count Sire
View [ Edit/ Delste  Actrity Repor for Mow 21, 2006 to Now 27, 2008 Processed NiA 1 941kB
View | Edil / Delete Category Report Processed i, 1 168
View /Edit /Delete  Category Repon for Jul 2. 2008 ro Jul 3, 2008 Frocessed A 1 ig

o

Figure 39: Demand Reports menu

Select Delete beside the report you want to delete.
4. Click OK to confirm the deletion.

Using Quick Search

Quick Search  allows you to searching through the = Netsweeper logs for specific
Internet activity. Instead of  reading or viewing  the entire log, you can reduce the
number of records shown by applying report filters.

Quick Search  Filter Descriptions

The following filters can be applied during a Quick Search.

Date This includes requests occurring during the time specified and filters out all
others. When typing in the date, use the format shown on screen or click

the calendar icon to select a date from the calendar. Each demand report
should have a date filter. By d efault, a filter spanning the last 24 hours is
automatically assigned.

Since logs are not stored forever, the report cannot include data from dates
no longer stored in the logs.

To determine how long Netsweeper stores the logs, see Using the Request
Log.
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Fiter

IP Address Every computer on your network is assigned a unique IP address. In most
cases, each computer on the filtered network uses a static (unchanging) IP
address. The IP Address filter is most useful when specifyin g range of IP
addresses.

If you want to include non -sequential IP addresses or do not know the
users' IP addresses, use the Client Name  or Group Policy filters instead.

Some deployments may use dynamically assigned IP addresses, using DHCP
along with some form of external authentication. These deployments use
the Client Name filter instead of the IP Address filter.

Client Name A client name represents a specific computer.

Admins or sysops can enter multiple Client Names in the Client Name field,
separating names by commas and no spaces: userl,user2,user3,user4.

Each Client belongs to a Group. Select Client Manager from the WebAdmin
menu bar to view the Client Name s assigned to you. Not all administrators
have the permissions required to access the Client Manager.

If you want to include an entire Group (or several Groups), use the Policy
Groups filter instead.

Policy Group This filter includes only the requests made by users (clients) in the policy
groups specified. To include some groups in the report, excluding all others,
select the names of the groups you want to include in the Policy Groups

filter, separating the group names by commas and no spaces. For example:
groupl,group2,group3

Each web request is identified by a Uniform Resource Locator (URL). The
URL is the full address that appears in the address bar of your browser
when you visit a Web site.

When you type one or more URLs in this filter, the report excludes requests
to all o ther URLs.

A URL identifies a specific page at a Web site, not the entire site. For
example, http://www.netsweeper.com/Contact is a different URL than
http://suppo __rt.netsweeper.com

If you wish to include all the pages at a particular Web site (such as
netsweeper.com), use the Host filter instead.

Unlike URLSs, hosts can house multiple web resources, such as an entire Web

site; not just a single web page.

To include requests to all URLs that have the same host, select the host in

the Host filter. You can enter multiple hosts, separated by commas wit h no
spaces. For example:

http://examplel.com,http://example2.co.uk,http://example3.ca

Denied Flag Yes indicates the request was denied, and no indicates that it was allowed.
You can use the Denied Flag filter to list only denied requests or allowed
requests. By default, all requests are included in the report unless you

change this filter.

Categories This allows you to include only requests assigned to selected categories.

To apply this filter, click Show List and select the categories you want to
include. If you select no categories, the filter is not applied and the report
includes all categories.
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Performing a Quick Search

To perform a Quick Search

1. Click Reports on the menu bar and then click Demand Reports on the drop -down
menu .
Demand Reports for admin
Report Wizard | Search Requests | Refresh |
Show Reports for User: admin v

Figure 40 Demand Reports page
2. Click Search Requests . The Quick Search page displays.

Enter search criteria. Please note that the date range is reguired. If you would like faster results, use a smaller date range.

Date format iz Y -MM-DD hh:mm:ss
Available date range is: 2008-01-10 16:20:00 to 2008-02-13 11:28:15

* Date from 2009-02-12 00:00:00 B to 2009-02-13 00:00:00 =
IP Address from to
Client name (comma delimited)
Policy Group (comma delimited)
URI (comma delimited)
Host of URI (comma delimited)
Denied Flag * AlReguests © Only Allowed Requests Only Denied Requests
Category Onty URLs that have one of these categories: Show List |
Interceptor IP Address fram to
Policy Server D (comma delimited)

Back | Search |

Figure 41 Quick Search page

3. Complete the form on the Quick Search  page, adding the specific information you
want to search by.  The more filters you apply and the more specific your criteria,
the faster the report will process and the smaller it will be.
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Date format is: YYYY-MM-DD hhimm:ss
Auailable date range is: 2008-06-05 04:59:57 to 2008-07-04 114257

* Date from 2008-07-03 00:00:00 [ te 2008-07-04 00:00:00 H
IP Address fom to
Client Name (comma delimited)
Policy Groups (comma delimited)
URL (comma delimited)
Hast (comma delimited)

Denied Flag @ All Reguests O Only Denied Requests O Only Allowed Requests
Categories Only URLS that hive ane of these categodies Shaow List

Figure 42: Quick Search Filter Options
Click Search

Your Report now lists on the Demand Reports page under the name  Quick Search
Made at [current date and time]

| Demand Reports for admin

Actions FINamel= Status Interval Count  Size
View / Edit / Delete  bil_lab2_part2 Error MIA 0 o8B
Wiew [ Edit / Delete  bil_lab3 Processed N/A, 1 368
View / Edit f Delete  bil_lab4 Processed MIA 1 =3
Wiew / Edit / Delete  bil_lab_1 Processed MEA 1 108 B
Wiew [ Edit / Delete  bil_lab_2_part1 Processed N/A, 1 0B
View [ Edit / Delete Denied Request Log Report for Jan 1, 2008 to May 31, 2008 Processed LA 1 3.72kB
View / Edit / Delete  Denied requests, pages, files Processed NEA 1 0B
View / Edit / Delete  CQuick Search made at: 2008-02-13 11:49:08 Processed NIA 1 0B
View / Edit / Delete  Sports Activity Errar MIA 0 oB
View / Edit / Delete Top 10 Websites Accessed Report for Jan 1, 2008 to May 31, 2008 Processed A 1 1.04 kB

Actions [FINamel=l Status Interval Count  Size

Creating Quick Reports

Figure 43 New Quick Search lists with other Demand Reports

The search status is Waiting until the search finishes . When finished, the  search
status is Processed

Click Refresh on the Demand Reports page to see any updates to the status

Demand Reports for admin

Report Wizard | Search Reguests | Refreshl

dmi -
Show Reports for User: agmin

Figure 44 Demand Reports page

If your search  has not yet processed , wait a minute or  so and then click Refresh
again.
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9. Once your search status is Processed , click View beside the name ofthe  Quick
Search to view the results.

10. If the Quick Search  results report is very large, it may take time to load.

Viewing Your Quick Search Results

A Quick Search  may not be available immediately after you create it. The Reporter
must first process the search, which may take less than a second or up to a few
minutes, depending on the size of the report and the number of other reports
currently waiting to be processed on your server.

While the Reporter is processing a report, the status of the report changes from
Wait ing to Started Processing and finallyto Processed whenthe Quick Search
report is ready.

You can generate r eports in HTML, PDF, CSV, or plain text. However, only PDF and the
default View format can contain graphs.

To view a report:

1. Click Reports onthe WebAdmin menu bar and then click Demand Reports

2. If the status of your report is Waiting or Started Processing , click Refresh to
reload the page and check whether the report has finished processing.

Repeat this step periodically until the Report is Processed

If your search status is Processed |, select the name of the report you want to
view.

5. The report will display in the WebAdmin.
OR

To view a report in a different format

1. Click Reports on the WebAdmin menu bar and then click Demand Reports
2. Click View beside the name of the report
3. Select the format you want: PDF, HTML, CSV, or (Plain) Text.

Sending Your Quick Search Results by Email

If you want to save a copy of your Quick Search results or send them to another user,
you can email the results after performing the search.

To email Quick Search Results

1. Click Reports on the WebAdmin menu bar.
2. Select Demand Reports from the drop -down Reports menu.

3. Click Email beside the report you want to email.
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4. Type your email address in the Email Address field if you want the report emailed

to you. You can still view the report using the WebAdmin if you leave the Emall
Address field blank.
5. Select your desired  Report Delivery option. This option defines the format the

report should be sent in (as the email body; as a link to the full report; or as a
PDF, HTML, CSV, or plain text attachment).

6. Click Send Email

Deleting Your Quick Search Results

If you no longer need areport ,you can delete it.

To permanently delete Quick Search Results

1. Select Demand Reports , Scheduled Reports , or Continuous Reports from the
Reports  menu, depending on the type of report you want to delete.

Click Delete beside the reportyou want to delete.
3. Click OK to confirm the deletion.

Creating C ustom Report s

The Report Wizard is an application that allows you to create a concise, focused
report that includes only the information you need. This makes your report much
easier to understand

To use the Report Wizard:

1. Choose a report type: Demand , Scheduled ,or Continuous .See Choosing a
Report Type .

Apply the filters you want. See Applying Report Filters

Choose any summary or detail groups y ou want.

N

Generate the report.
5. View, modify, or delete the report.

If you want to use some of the more advanced features beyond those described in this
chapter, see Advanced Features
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Choosing a Report Type

Report type

frequent update (as often as once a minute). Useful for monitoring current
activity on your network.

Demand A customized one -time report covering any time period and generally for a
specific purpose. It can display both Detail and Summary Groups
Scheduled A customized Quick Report, created once and run routinely to monitor
usersod Internet access at regular inter
current time. It can display both Detail and Summary Groups
A customized up -to-date line graph of summary information intended for

Once you have chosen the type of report you, your nexttask is to decide  which filters
to apply. Using one or more filters can focus your  report by including only the data
required and thereby making the report easier to read and interpret. If you are

creating a Demand or Scheduled Report, you must decide what level of detail the

report should include by choosing a Sum mary Group or a Detail Group. See Using
Report Groups . Continuous Reports can only use Summary Groups.

Even if you do not  set up the emailing of a report , YOU can view your reports in the
WebAdmin . You can also delete  or edit a report after it is created.

Sorting Reports Created with the Report Wizard

You can sort the reports you create with the Report Wizard and display them by  any
combination of the following criteria :

Group ( filtering group )
Client ( workstation )

Request ( processed Internet resource
request )

File ( requested file)

Host ( main server for a Web site )

Pages denied
Pages allowed
Category

Time or date range

Page ( requested Web page )
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Creating a Demand Report

Unlike other reports, Demand Reports are only generated once. These re  ports can
cover any time period, provided that data for the time period is currently s tored in the
logs . Reports that start earlier than the current logs or use an end date that occurs in

the future will appear to have no data for those time periods.

Starting the Report Wizard
To start the Report Wizard

1. Logon tothe WebAdmin .

2. Select Report Wizard from the Reports menu.
3. Select Demand Report

4. Click Next>

Report Type
& Dernand Repart

' Scheduled Report

) Contineous Repart

Cancel < Prev | Mext > I

Figure 45: Select Demand Report as report type

Applying Report Filters

Report filters are used to simplify and focus the reports. Only Internet requests that

meet the requirements of your report filters are included in the report. The Date filter
is the only filter applied by default. It includes only requests that occurred during the
specified time. Filters left blank are not applied.

1. Setthe Date filter by changing the From and To fields.

2. Apply any additional report filters you want.

IP Address Only includes requests made from IP addresses in the range

you specify
Only includes only specific users (clients)

Policy Groups Only includes specific filtering groups

URL Only includes requests to specific web pages

Host Only includes requests to specific Internet hosts (entire Web
sites)

Denied Flag Includes either allowed or denied requests
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_

3. Click Next >.

Diate format ia: YYYY-MM-DD hh:mme-ss
Awgilable date range i3 1969-12-31 19:00:00 to 2008-07-03 15:19:43
" Date from 2008-07-02 00:00:00 B to 2003-07-03 00:00:00 m
IP Address  from o
Clignt Name {comma delimited)
Policy Groups {comma delimated)
URL {comma delimdted)
Host {comma delimited)
Denied Flag @Al Requests O Only Denied Requests O Only Allowed Requests
Categories  Only URLs thal hiree one of these categaries: Shew List |

Figure 46: Report Wizard Filters

4. Add at least one report Group to your report. You can add multiple Summary
Groups, followed by  one Detail Group.

Add New Repert Greup |

_Cancel I < Prev I Hext =

Figure 47: Add New Report Group
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Adding a Summary Group

A Summary Group shows graphs or tables that provide an overview of the data and
general trends on your network. See Using Report Groups

In creat ing your Summary Groups, remember that selecting multiple Summary
Groups can cause your report to grow very large and possibly exceed the maximum
allowed report size on your server.

Note If you do not want to create any Summary Groups, skip ahead to Adding a
Detail Group. Remember that you must create at least one Group (detail or
summary) before you can continue.

To add a Summary Group

1. Select Add New Report Group
2. Confirm that Summary Group is selected and click Next>
3. Select the field on which the requests should be grouped.

See Choosing Summary Groups  for help choosing a Summary Group.

The criteria or field you choose affects the type of graph or table thatyou can use
with the report. The following table shows the types of graphs and tables available
for each field.

Graph or Table Data Pie 2D Bar | 3D Bar Line
Type Table | Graph Graph Graph Graph
URL Vv

Host of URL

IP Address
User

Policy Group
Category

< < < < <

Denied Flag

< < < < < < <
< < < < < <
< < < < < <

Date Range
V indicates the field or criteria displays in the indicated graph ortable format.
Click Next>

Select the data fields you want in the report.
The first column  of atable is always the field by which the information is grouped.

Successive columns appear, from left to right, in the order in which  you select
them.
To change the order of  the columns , select a field name and drag it up or down in

the list. You do not have to select all the fields.
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10.

11.
12.

See Defining Requests, Pages, and Files for the difference  between requests,
pages, and files.

Click Next>

To accept the default ordering, click Next>

You can change the sort order by selecting Ascending or Descending beside the
name of the field by which you want the report sorted.

Adjust the order by clicking -and -draggi ng a field name up or down the list.

Select the types of graphs you want in the report and the graph options you want
applied. See Using Graphs and Tables

If you selected more than one graph, you can also select a vertical or horizontal
layout for the graphs .

Presentation

= eof i &

_Cancel | _<Prev | _Finish |
Figure 48:Choose Report Presentation
Select Finish .
You can now add another Summary Group, add a Detail Group, or finish the

Report. To finish the report, skip to Finishing the Report.

Adding a Detail Group

A Detail Group displays a table that lists information about each individual request in
the report. You can only create one Detail Group per report.

To create a Detail Group

1.
2.
3.

Select Add New Report Group
Select Detail Group  and click Next>
Select one or more  Available Fields to include as columns in the table.

The fir st field you select is used as the first column in the table, the second field as

the second column, and so on. You can remove fields from the report by clearing
selected Report Fields . You can rearrange the order of the fields by clicking and
drag ging a f ield up or down.
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Available Fields

Diate

URI

URI Host

IP Addrass
Liser

Palicy Group
Categones
Denied Flag

Cancel

Report Fields

= Pras Mt = I

Figure 49: Choose Detail Groups

Click Next>

Select Ascending
You can also select

or Descending
Ascending or Descending

beside the field you want the rows ordered in.
beside additional fields to specify

additional ordering priority. Each additional ordering priority is used only to break a

tie in the previous priority
value in the previous field. See

6. Click Next>

Modify the table options

Sorting your Report

d when there are two or more entries with the same

, if needed . See Data Tables .

Section 1

Detail Data Table

Cancel

Presentation
Columns Options
] Date [ saglay first 19 recards,
[ URI Hast [ Chickable URL fiekds (when available) .
[P Address
Fluser
[¥] Graup
[¥] Categaries

[¥] Denied Flag

= Priw Finish I

Figure 50: Confirm Presentation

7. Select Finish

Finishing the Report

After you finish

add a new Report Group.

After you have created

To finish the report:

1. Click Next>

2. In the Email conditions box, type the

Email Address

rep ort groups, finish the report.

box .

email address es of report recipien

adding a Report Group, you are returned to the page where you can

ts in the
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You can view the report in the WebAdmin if you leave the Email Address field

blank. You can also select additional emailing options and conditions. See Using
Email Options
Click Next>

4. Type a descriptive name for the report in the Report Name  field.
If you have admin level privileges, you can also assign this report to another
account or make the report available to all accounts on the WebAdmin . If you

assign the report to another accou nt, only that account will have access to it.

Name and Owner
* Repont Mame:
(% Repon assigned 1o admin |
) Anyone can view this report
Cancal < Privy Finish |

Figure 51: Name the Report
6. Select Finish

The report now processe s. If you entered your email address, you should receive
the report in an email soon shortly .

Creating a Scheduled R eport

This section describes how to create a Scheduled Report using the Report Wizard.
Scheduled Reports are created once and generated on a regular basis. For example,
Scheduled Reports can be generated once every day, usua lly at midnight at the end of
every day.

Starting the Report Wizard
To start the Report Wizard
1. Logonto the WebAdmin .
Select Report Wizard from the Reports menu.

2
3. Select Scheduled Report
4

Click Next> .
Report Type
) Demand Report
= Scheduled Repont

O Continuous Report

Cancel I < Prev | Mext >

Figure 52: Select Scheduled Report as report type
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5. Selecta Run Interval

A report run Every Minute creates a report once every 60 seconds that includes only
requests made during the last 60 seconds. Likewise, a report run Every Month is run once
per month and includes the entire monthos

Run Interval

requests in the

) Every Minute
O Every & Minutes

2 Every 10 Minutes

2 Every 30 Minutes

) Every Hour
) Every 2 Hours

) Every 6 Hours

) Every 12 Howrs

O Every Day
O Every 2 Days
© Every Waeek from

' Every Month

Sunds
SUNOEY

Figure 53:Run Interval options

6. Click Next>

Apply any filters you want.

Filters help condense and simplify the reports.
Internet reque  sts that meet the requirements of your report fi

Report Filters

Available Report Filters

Allows you to specify when the report should start and end. By
default, each interval starts at midnight, so that reports that run
every hour run on the hour, reports that run every day run at the

Filter

Relative Date

IP Address

Client Name

Policy Group
URL
Host
Denied Flag

Categories

8. Click Next>

end of each day, and so on.

The report only includes those

lters. See Using

Includes only requests made from IP addresses in the range you

specify.

Includes only specific users (Clients)

Includes only specific groups of users (Groups).

Includes requests to specific web pages.

Includes requests to specific Internet hosts (entire Web sites)

Includes either only allowed requests or only denied requests.

Includes only web requests assigned to the categories you select.
To apply the Categories filter, select Show List.
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Relative Date from g0 0o

IP address  from
Client Mame
Policy Groups
URL
Host
Denied Flag @ Al Requests

Categories

- 00 to 24 00 -00 L
ta
(comma delimited)
{comma delimited)
{comma delimited)
{comma delimited)
O Only Denied Requests O Only Allowed Requests

Only URLs that have cne of these categones

Show List

Figure 54: Report Wizard Filters for Scheduled Reports

9. Add at least one report

Groups, followed by

group to your report. You can add multiple Summary

, at most , one Detail Group.

Cancal |

Group Type
& Surnmary Group

O Detail Group

<P | _Mest> |

Figure 55: Add New Report Group

Report Wizard:

Adding Summary Groups

A Summary Group shows graphs or tables that provide an overview of the data and

general trends on your network, not detailed information abou
. When creating your Summary Groups, remember that selecting

Using Report Groups

multiple Summary Groups can cause your report to grow to be quite large.

Larger reports take longer

maximum report size limit on your server. Check with your

to generate and d

master admin

t each request. See

ownload and may even exceed the

account

user to find out how much hard disk space is allocated for reports on your Reporting

Server.

Note

If you do not want to create any Summary Groups
Detail Group. Remember that you must create at least one Group (detail or

summary) before you can continue.

To add a Summary Group

1. Select Add New Report Group

2. Click Next>

, skip ahead to Adding a

Netsweeper WebAdmin Guide

February 20, 2009

83



Using the Reporting Tools Creating Custom Reports

Group Type
& Summary Group
O Detail Group

Canc-nl| F Nm:-|

Figure 56:Add new Summary  Group

Select the field by which to group the requests
The field you choose affect s the type of graph that you can use with the report.

The following table shows which types of graphs and tables are available for each
field.

Graph or Table Type Data Pie 2D Bar | 3D Bar | Line
Tab le | Graph | Graph Graph Graph
URI
Host of URI

IP Address
User

Policy Group
Category

< < < < < < <<
< < < <<

Denied Flag

< < < < < <
< < < < < <

Date Range

@)
o
=
Z
]
X
—
Vv

Select the data fields you want in the report.
The order in which you select the data fields is the order in which they will display .

To change the display order of the selected summary fields, click -and -drag each
selected field up or down the list. You do not have to select all the fields.

See Differentiating between Requests, Pages, and Files for more on the differences
between requests, pages, an  d files.

Aucilable Foelds Repant Fields

Reguest Count
Reguest Courl Percent
Reguests Allowed
Reguests Denied
Page Count

Page Count Percent
Pages Allowed
Pages Denied

Fiile: Counk

Fily Count Parcent
Files &llowad

Files Denied

Cancel < Frey Mext =
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Figure 57: Select Summary Fields
8. Click Next>
To accept the default order , click Next>

10. Change the order by selecting Ascending or Descending beside the field by
which you want the report sorted . To adjust the order , clickand drag afield up or
down the list.) See  Sorting Your Report

11. Select the types of graphs and the graph options.

12. If you selected more than one graph, you can also select the horizontal layout  to
have the graphs display side by side in the report instead of vertically.

Presentation

= of i GH

Cancel < Prov Finish |
Figure 58: Choose Report Presentation
13. Select Finish .

14. You can now add another Summary Group, add a Detail Group, or Finish the
Report. To finish the report, skip to Finish ing the Report

Report Wizard: Adding a Detail Group

A Detail Group displays a table of information about each individual request in the
report. You can only create one Detail Group per report.

To create a Detail Group

1. Select Add New Report Group

2. Select Detail Group  and click Next>.

Group Type
) Summary Group
(% Datail Group
Cancal | He >

Figure 59: Select Detail Group

3. Select one or more Available Fields to include as columns in the table. The first
field you select becomes the first column in the table; the second field become s the
second column, and so on. You can remove fields from the report by selecting
Report Fields .

4. To change the order of the fields , click and drag a field up or down.
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Available Figlds

Date

URI

URI Host

IP Address
Usar

Palicy Group
Categonies
Denied Flag

Cancel

Repodt Fiodds

< Priv Mot > |

Figure 60: Select Detail Groups

Click Next>

Select Ascendin g or Descending

Select Ascending

ordering. Additional ordering
the same value in the previous field. See

or Descending

beside the field you want the rows ordered in.

beside additional fields to specify additional
is used only when there are two or more entries with
Sorting Your Report

8. Click Next>
Adjust the table options as desired. See Data Tables .
Presentation

Section 1 Columna Optiong
[¥] Date [ Display first 10 records.

i [ URI Hast [ Chickable URL fields (when available) .
[P Address

Detail Data Table [Auser

[] Graup
[l Categaries

Cancel

[¥] Denied Flag

= P Finish |

Figure 61: Confirm Report Presentation

10. Select Finish

After creating
report.

Report Wizard:

To finish the report

1. Once you finish adding a Report Group,

2. Selecta Start Date

Finishing the Report

. If you select

Current Date

the Detail Group, you must complete a few final steps to finish the

click Next>

, the first report will be run at the

end of the current report period (for example, at the end of the day, if you selected

Every Day

create upto five additional reports immediately

as your run interval).

If you select a date in the past,

starting with the current report period will run at the end of the period.

the Reporter will

, plus each subsequent report
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3.

Type your email address in the Email Address field , if you want the report

emailed to you. You can view the report using the WebAdmin if you leave the Email
Address field blank. You can also select additional emailing options and conditions.

See Using Email Opti ons. In general, we recommend the default settings.

Click Next>

Type a descriptive name for the report in the Report Name  field.
If you have admin level privileges, you can assign this report to another Login
account or to make the report available to a Il Login accounts onthe WebAdmin . If
you assign the report to another account, only that account will have access to it.
Name and Owner
* Repont Name:
&) Report assigned to | admin |~
O Aniyone can view this report
Cancel < Py Finish I

Figure 62: Name the Report
Select Finish
Your report  will now process . If you set the report up to be ema iled, the designated
email recipients should receive the report in an email soon after it processe S.

Creating a Continuous Report

This section describes how to create a Continuous Report using the Report Wizard.
Continuous Reports contain frequently updated summaries of your network traffic.

To create a continuous report

1
2
3.
4

Log on tothe WebAdmin .

Select Report Wizard from the WebAdmin menu bar
Select Continuous Report

Click Next>

' Report Type

O Demand Report
O Seheduled Repan
(® Cominuous Repor

Cancel I < Prev | Mext > I

Figure 63: Select Continuous Report as Report Type

Select a Run Interval
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The span of a Continuous Report depends on its runinterval (how frequently it
runs) . The following table lists the approximate time span of areport based on the

Run Interval

Every minute 5 hours

Run Interval

Every 5 minutes 1 day
Every 10 minutes 2 days
Every 30 minutes 1 week
Every hour 2 weeks
Every 2 hours 25 days
Every 6 hours 2.5 months
Every 12 hours 5 months
Every day 1 year
Every 2 days 2 years

Every week 6 years

Every month 25 years

o
)
=
2}
Z
@
X
~
v

Applying Report Filters

Reports filters  are used to simplify and focus the reports. Only Internet requests that
meet the requirements of your Report Filters are included in the report. See Using
Report Filters . You can a pply areport filter  to narrow your  report results.

IP Address Only includes requests from IP addresses in the range you specify

Filter

Client Name Only includes users (clients) you select

Policy Groups Only includes groups you select
URL Only includes requests for specific web pages

Host Only includes requests to specific Internet hosts, that is, entire Web sites

Denied Flag Only includes either allowed requests or denied requests

Categories Only includes web requests assigned to the categories you select.

To apply a filter, select the filter name and click Next>
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Report Wizard: Adding Summary Groups

A Summary Group shows graphs or tables that provide an overview of the data and
general trends on your network, not detailed information about each request. Fo
Continuous Reports, you can only add one Summary Group per report.

To add a Summary Group

1. Select Add New Report Group
2. Selectthe field by which you want the requests grouped.

See Choosing Summary Groups

Five summary fields  are a vailable for Continuous Reports: | P Address, User, Policy
Group, Category, and Denied Flag.

Click Next>

Select the data fields you want to include in the report. The order in which you

select the data fields is the o rder in which they will display

Aocailable Fields Repont Fields

Request Count
Requests Allewed
Requests Danied
Page Count
Pages Allowed
Pages Dened
File Count

Files Allowed
Files Danied
Cancel | < Prov Finish |

Figure 64: Select Summary Fields
5. Select Finish

Finishing the Report
To finish the report:

1. Afteryouadd the Summary Group , click Next>
2. Type a descriptive name for the report

3. Ifyou have admin level privileges, you can assign this report to another Login
account or make the report available to all Login accounts onthe WebAdmin .

If you assign the report to another Login account, only that account will have
access to it.
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Name and Owner
* Repont Mame:
(% Repont assigned to | admin v
) Anyone can view this repart
Cancal = Priws Finish |

Figure 65: Name the Report
4. Select Finish

Your report now process es. See Viewing a Report

Additional Report Options

Once the report processes , you can view it from the WebAdmin , send it by email,  edit
it, or delete it.

Viewing a Report

A report m ay not be available immediately after you create it. The Reporter must first
process the report, which may take less than a second or up to a few minutes,
depending on the size of the report and the number of other reports currently waiting
to be processed on your server.

While the Reporter is processing a report, the status of the report changes from
Waiting to Started Processing and finallyto Processed whenthe Reportha s
finished processing

You can view r eports in HTML, PDF, CSV, or plain text. However, only PDF and the
default view format can contain graphs.

To view a report:

1. Select Demand Reports , Scheduled Reports , or Continuous Reports from the
WebAdmin menu bar , depending on the type of report you want to view.

2. If the status of your report is Waiting or Started Processing , click Refresh to
reload the page and  check whether the report has finished processing.
Repeat this step every few minutes until the status displays as Processed

4. Click View beside the name of the report to view it in the default format. Or, s elect

PDF, HTML , CSV, or Plain Text to view the reportin one if those format s.

The report will open in a new window.

Report Results
Actions =Report Date= Process Start Date Process Time  Size
View | Email/ Delete / PDF f HTML / G5V [ Text 2008-07-04 11:27:25 2008-07-04 11.27:25 00:00:00 3B
Actions =Report Date= Process Start Date Process Time Size

Figure 66: Report Results
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Sending a Report by Email

If you want to resend the report to yourself or send it to others after creating it, even

if your chose not to email the report when first creating it, you can do so after the

report has been created. You can als 0 send it to one or more addresses as a carbon
copy (cc:) or a blind carbon copy (bcc:) , exactly as you would a regular email.

To email your report

1.

a r» D

Select Demand Reports , Scheduled Reports , or Continuous Reports from the
WebAdmin men u bar , depending on the type of the report you are sending.

Select View beside the report you want to send.
Select Email .

Type in the email destinations for the report

By default, the report is sent as part of the email body.

You can choose to email a link to the report or to email the report as an
attachment in PDF, HTML (text only), CSV (comma separated values), or Plain Text
format.

Click the Send Email button.

'Send the Report by Email

To:
Ce
Bee:

(= Ernail the Repart

) Email Links to the Report

) Email the Raport as Attached PDF File

) Ernail the Repan a5 Attached HTML {text onky) File
) Ernail the Repart as Attached CSV File

) Email tha Report as Attached Plain Text File

Cancel | =end Email |

Figure 67: Email your Report

Editing a Report

To edit areport:

1.

S T

Select Demand Reports , Scheduled Reports , or Continuous Reports from the
Reports menu, depending on the type of report you want to edit.

Select Edit beside the Report you want to edit.

All of your original report settings  automatically display

Change the filter settings you want to change, and click Next>
To edit a report  group (Summary or Detail Group) , select the name of the Group.
To remove a report Group, select Delete

Netsweeper WebAdmin Guide February 20, 2009
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You must have at least one report group in your report. Once you have completed
editing the group, click Next>

Edit the remaining report settings as you want.
Click Next> to go to the end of the Report Wizard.

9. Atanytime, click Prev (Previous) to return to the previous screen and make a
change. H owever, once you begin editing a report group, you must finish editing
that g roup before returning tothe  Filters window .

10. To regenerate the report, select Finish .

Deleting a Report

If you no longer need areport , you can delete it.
To permanently delete a report

1. Select Demand Reports , Scheduled Reports , or Continuous Reports from the
Reports  menu, depending on the type of report you want to delete.
Select Delete beside the report name .

3. Click OK to confirm the deletion.

Using the Request Log

Only admin and master admin accounts have direct access to the entire Request Log .
This section describes how to open the request log and browse through the requests.

Quick Search provides a simple way to search t hrough the logs for specific requests
accessible to all administrators. See Using Quick Search
The entire Request Log can be opened using the WebAdmin .

To access the Request Log , select Request Log Files from the Reports menu.

The Request Log Files page display s:

Request Log Files

Last Log Entries

Message +0K

Log Files

=First date> Last date Size #Records Name
Delete  2008-07-03 12:15:36 2008-07-04 15:00:01 350 kB 4160 nslogger_requests_bin_2008-07-03T12-07-39.log
350 kB 4160 Total in1 files
=First date~ Last date Size # Records Name

Figure 68: Request Log Files Screen
e Select Last Log Entries to view the 50 most recent entries.

e Click Delete to delete thelog (notrecommended)
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¢ View the date of the oldest record in the log in the First Date  column.

e View the date of the most recent record in the Last Date column.

¢ View the size of the log in the Size column.

¢ View the total number of records in the log as shown inthe # Records column.

e Toviewthelog, select the log nameinthe Name column.

e To move through a log, use the page numbers and the navigation arrows ( <<, <,
>,and >>).

Using Advanced Reporting Features

In general, there are five main tasks involved in creating a report with the Report
Wizard:

1. Applying report filters
Choosing your report groups
Sorting your report data

Choosing how to display each report Group with a graph or table

a r DN

Choosing how and when  a report should be emailed

This chapter provides more detailed information on each of these tasks and how to

use some of the advanced features available for these tasks. Not all tasks are
required for every type of report. Use this chapter if you need more information
about a specific task in the Report Wizard, or to learn more about the available

features.

Using Report Filters

To reduce the size of reports and make them easier to read, use report filters  to
extract only the log entri es you need. For example, include only a certain group of
users, requests to particular Web site , or Web site s in certain categories.

Applying report filters is one of the first steps in creating any report with the Report
Wizard. By default, a list of si mple filters is displayed by the Report Wizard. While
these simple filters are precise enough for most situations, there is also an advanced
set of filters available if you require them.

Creating Simple Report Filters

When creating a report with the Report Wizard, you have the opportunity to apply one
or more filters to the report.
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To apply simple report filters , type your criteria in the fields . Only entries that meet
those restrictions  will be included in your report.

Date format iz: YYYY-MM-DD hh:mm:ss
Awgilable date range i3 1969-12-31 19:00:00 to 2008-07-03 15:19:43

* Date from 2008-07-02 00:00:00 B to 2003-07-03 00:00:00 m
IP Address  from ]
Client Name {comma delimited)
Policy Groups (comma delimated)
URL {comma delimated)
Host {comma delimated)

Denied Flag & Al Requests ) Only Denied Requests O Only Allowed Requests

Categories  Only URLs that have one of these calegeries: Shew List

Figure 69: Simple Report Filters

Date (only This includes only requests occurring during the time specified. When typing
available for in the date, use the format shown on screen or click the calendar icon to
demand select a date from the calendar. Each demand report should have a date
reports) filter. By default, a filter spann ing the last 24 hours is automatically

IP Address

assigned.
The report cannot include data from dates no longer stored in the logs.

To determine how long your Netsweeper configuration stores the logs, see
Using the Request Log

Every computer on your network is assigned a unique IP address. In most
cases, each computer on the filtered network uses a static (unchanging) IP
address. The IP Address filter is most useful in specifying a range of IP
addresses.

If you want to include non -sequential IP addresses or do not know the
users' IP addresses, use the Client Name  or Group Policy filters instead.

Some deployments may use dynamically assigned IP addresses, using DHCP
along with some form of external authentication. The se deployments use
the Client Name filter instead of the IP Address filter.

Client Name A client name represents a specific computer.

Admins or sysops can enter multiple Client Names in the Client Name field,
separating them with commas but no spaces: userl,user2,user3,user4

Each Client belongs to a Group. Select Client Manager from the menu bar
toview the Client Names  assigned to you. Not all administrators have the
permissions required to access the Client Manager.

If you want to include an entire Group (or several Groups), use the Policy
Groups filter instead.

Policy Groups This filter includes only the requests made by members of the filtering
groups specified. Select the names of the groups you want to include in the
Policy Groups filter, separating the group names by commas but no spaces.

For example: groupl,group2,group3
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Fiter

URL Each web request is identified by a Uniform Resource Locator (URL). The
URL is the full address that appears in the address bar of your browser
when you visit a Web site.

When you type one or more URLSs in this filter, the report excludes requests
to all other URLs.

A URL identifies a specific page at a Web site, not the entire site. For

example, http://www.netsweeper.com/Contact is a different URL than
http://support.netsweeper.com

If you wish to include all the pages at a particular Web site (such as
netsweeper.com), use the Host filter instead.

Unlike URLs, hosts can house multiple web resources, such as an entire Web

site; not just a single web page.

To include requests to all URLs that have the same host, select the host in

the Host filter. You can enter multiple hosts, separated by commas wit h no
spaces. For example:

http://examplel.com,http://example2.co.uk,http://example3.ca

Denied Flag Yes indicates the request was denied, and no indicates that it was allowed.
You can use the Denied Flag filter to list only denied requests or allowed
requests. By default, all requests are included in the report unless you

change this filter.

Categories This allows you to include only requests assigned to selected categories.

To apply this filter, click Show List and select the categories you want to
include. If you select no categories, the filter is not applied and the report
includes all categories.
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Switching between Simple and Advanced Filters

To switch froma  Simple Filter to an Advanced Filter , click Advanced Filter at the
bottom of a  Simple Filter page .

Demand Report Wizard, Step 2 (Advanced Filter)

Each report can have a static and dynamic filter. This filter acts as a search engine, so the reports only conain the information you want to
sew. The state fler resircts searches to the information your accourt can see, The dynamie filer you can change.

The filter is created from one or mone B8er ules. Each nde i displayed a5 a single Bne. A record satisfies a filber nde f it matches at least
one conddian in the filter nue. If the record satishies: all filter rules, # 15 included in the repant

Static Filter

Dynamic Filter

Date: Between [2005-05-17 00:00:00 and 2008-05-18 00:00:00) Delate
af Hew Condition
Add Mew Filter Rule
Cancel Sirngle Filtor | < Priv Maxt =

Figure 70: Advanced Filter screen

To switch froma n Advanced Filter toa Simple Filter ,click Simple Filter atthe
bottom of an Advanced Filter page.

Creating an Advanced Filter Rule

To create an advanced filter , select Add New Filter Rule . Most of the advanced
filters use the following string comparisons:

Less Than (<)

Less Thanor Equal To ( O)
Equal To (=)

Greater Thanor Equal To  ( O)

Greater Than (>)
e NotEqualTo ( I )
e Between

These comparisons sort the entries chronologically, numerically, alphabetically , and
include only the entries that fall in the range you specify.
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Use the following guidelines when setting advanced filters:

e Thedate 2006 -12-26 15:41:01 is less than 2007 -01-05 03:40:55 because it
occurs first chronologically.

e Theletter aislesstha n theletter b because a occurs first in the alphabet. For
example, apple islessthan orange and ape islessthan apple.

e |P addresses are typically displayed as four octets in dotted decimal notation (that
is, four numbers between 0 and 255, separated by decimals). When comparing IP
address es, the first octet is compared first, followed by each subsequent octet, as
necessary. So, 10.1.1.1 islessthan 192.168.2.1 (because 10 is less than 192) and
192.168.2.45 islessthan 192.168.2.59.

Using Report Groups

Detail and Summary Groups define how the information in the report is grouped
together. Group data based on the user name, Web site , or category information
using Summary Groups or show a detailed log of each request using Detail Groups.

Each report must have at least one Group. A report can use more than one Group in a

report, including multiple Summary Groups and up to one Detail G roup. However, you
can not include multiple Detail Groups in the same report. In effect, this means you

can create multiple reports in a single file. However, reports can get quite large when

you include more than one Group.

Choosing Summary Groups

Report data can be grouped together using one of the summary fields. Depending on

the type of report, there are up to seven types of summary fields available:
e URI

e Hostof URI

e |P Address

e User

e Policy Group

e Category

e Denied Flag

o Date Range (Ranging from 1 minute up to 1 month)

The Summary Group is the primary field used for the report. For example, if you

select Host of URI , all requests made to a host are counted and displayed. In a table,

each host appears as an item in the first column; in a pie graph, each host composes

a fislicedo of the pie; &reachhostre@esdnts amintomthebar gr ap
horizontal axis.
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S

The following example was created with a Host of URI  Summary Group:

Processed At Wed, Jun 18, 2008 14:42°26

Report Ovwmer  admin

URI Host Requests Allowed Requests Denied

http:/fes-web-2 sophos.com 44 0
http:fidownload windowsupdate com 165 0
http:fapp feeddigest com 1 0
hitp:/fad linksynergy.com ] 13
hitp:/fa tnbalfusion com it 3
http:ifa_answers. com 18 0

Figure 71:Example report using Host of URI Summary Group

Choosing Fields

These are the secondary  fields. When selecting these fields, the order in which you

select affects the order they display in the report.
To move a field up or down , click and drag it to the position you want. See Sorting
Your Report .

Once you have decided how to group the data, you can choose from of the following
fields to include in the report:

SRR E8E The percentage of nonpage files requests , compared with all nonpage file
requests, by Summary Group.

Files Allowed The total number of  allowed nonpage file requests by Summary Group.

Files Denied The total number of  denied non page file requests by Summary Group.

The total number of requests made by summary group.

The proportion (percentage) of requests , compared to all requests, made
Percent by summary group.

The total number of requests made by the summary group that were

allowed.

The total number of requests made by the summary group denied.

The total number of page request s by summary group.

The proportion (percentage) of requested pages, compared to all page
Percent requests, by summary group.

The total number of  allowed page requests by Summary Group .

The total number of  denied page requests by Summary Group.

The number of nonpage files request s by the Summary Group.

Files Allowed

Files Denied |
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Choosing Detail Groups

Detail Group reports show each individual request (excluding those removed by the

report filters). These detail reports are only available as tables. Since each request is

stored in the Request Log as a single entry with seven fields, each of the fields ca n be
included in the report as one of the columns headings in the table.

Seven report fields  are available for Detail Groups:

URI

URI host

IP address

User (Client name)
Policy Group
Category

Denied flag

The following example was created with a Detail Group:

Processed At Wed, Jun 18 2008 15:11:12
Report Chamer  admin

Diane URI Hast Palicy Group Category
2008-06-17 08:31:26  hipifupdates junglebyte. com PrmarySchools  General
2008-06-17 08:31:30  hop:fwasw google com PrimarySchosls  Search Enging
20080617 05:33:08  htipJistats. update microasalt.com PrmarySchoots  Technoclogy
2008-06-17 058:33:14  hop:iidownload windowsupdate. com PrmarySchosls  Technology, Mo Text
2008-06-17 083314 hitp:ftwew updabe microscll com PrmarySchools  Technology Mo Text
2008-06-17 08:33:14  hipfidownload windowsupdate. com PrimarySchools  Technology o Text
2003-06-17 03:33:14  hipiidownload windowsupdate com PrmarySchools  Technology Mo Text
2008-06-17 08:33:16  hip:fidownload windowsupdate. com PrimarySchools  Technology o Text

Denied Flag
Mlowed
Allowed
Allowed
Allowed
Allowed
Allowed

Allewed

Allowed

Figure 72: Example report using a Detail Group

The order in which you select your fields determines  the order that they display in the
report.

To move a field up or down in the list, click and drag it to the position you want.

See Sorting Your Report
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Sorting a Report

Reports can be sorted  to appear in many different ways. Choose the order that
columns and rows appear in a table or the order on items along x -axis in a bar or line
graph. The first step in sorting your report is to choose the fiel ds in the report.

Sorting by  Column s

The order in which you choose the fields is the order that the items display in a table
or graph . However, | ine graphs use a separate line for each field . Pie graphs , on the
other hand, can only include one field.

To adjust the order after you have select ed your field s, click and drag a field up or
down the list in the Report Fields column.

Availlable Fields Report Fields
Date

UR IP Address
User
URI Host

Policy Group

Categories

Denied Flag

Figure 73: Detail Group column sorting

If you are creating a Summary Group, choose one field to Grou p the information (URI,
Host of URI, IP address, User, Policy Group, Category, Denied flag, or a Date Range)
before choosing additional fields. This field is always used as the first column in a

table or as the x -axis values in a bar or line graph. The rem aining Summary Group
fields are then sorted in the order in which you select them.
Available Fields Report Fields
Request Count Requests Allowed
Request Count Percent File Count
Page Count
Requests Denied Pages Denied

FPage Count Percent
Pages Allowed

File Count Percent
Files Allowed
Files Denied

Figure 74: Summary Group column sorting
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Sorting by Row s

The order that rows (in a table) or groups of bars (in a 2D or 3D bar graph) appear in
can be sorted alphabetically, numerically, or chronologically, depending on the field.

For example, the  User field can be used to sort the rows alphabetically, the Date
Range fields can sort them chronologically, and the IP address field can sort them
numeri cally.

Each field can be sorted in Ascending or Descending order. When choosing your
row sorting, the screen looks similar to this, though the Avalilable Fields will vary.

(Report Wizard)

Summary Group Wizard, Step 4

Sedect how you want the data ordered. Chcking on an available field and direchon will add it to the orderby hist.
Chicking on a report arderby field will remove it from the list. Selected fields can be reordered by dragging them up and

down,

Available Fields Repon Fields
Category Ascending Descending

Request Count Ascending Descending

Request Count Percent Ascending Descending
Requests Allowed Ascending Descending
Requests Denied Ascending Descending
Pages Allowed Ascending Descending
Pages Denied Ascending Descending

Figure 75: Row sorting a Summary Group

To sort the rows, select Ascending or Descending beside the field you want to sort
by.
For example, if you selected Requests Denied Ascending , then Pages Allowed

Descending , in order in a Summary Group, the report would be ordered from the
highest number of  Requests Denied down to the lowest. If two or more groups had

the same number of  Requests Denied , that block of groups would be sorted from
lowest number of  Pages Allowed to highest. In the event that a tie still exists after
all the sorting options are exhausted, the re maining fields are used to break the tie in

the order they were selected.
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Using Graphs and Tables

During the creation of most reports, you are provided the option of choosing what
format the information is presented in. The Reporter has five different pre sentation
formats available:

Data Tables

Pie Graphs

2D Bar Graphs
3D Bar Graphs
Line Graphs

Detail Group Options

When creating a Detail Group in a Scheduled or Demand Report, only data tables can
be displayed.

Graph Options for Summary Group S

Not all formats are available for every report. For example, since each entry in a

Detail Group is unique, these report groups can only be presented as tables.

Continuous Reports use only line graphs. For Schedul ed and Demand Reports, the
following table lists the available presentations for each type of report.

Demand and  Scheduled Reports
Graph Data Pie 2D Bar 3D Bar Line
Options Table Graph Graph Graph Graph
URI

Host of URI
IP Address
User

Policy Group
Category

< < < < <

Denied Flag

< < < < < < <<
< < < < < <
< < < < < <

Date Range

V = The presentation format is available

Continuous Reports

All continuous reports  display as line graphs.
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Data Tables

Data tables are the most common format used for presenting reports and are always
available when creating a Scheduled Report or a Demand Report. Selecting the table
and modifying its options are the final steps in creating a report Group.

When cu stomizing the tables in your report, you will have some or all of the following
options:
Section 1 Columns Riows Diata Options
r | Request Count [] Group Details [ Display first 10 reconds,
FlRequest Count Percent (%] Totals [ Clickable URL fields (when available)
] Requests Allowed [#] tem Counter
Summary Data Table [“]Requests Denied
] Pages Allowed
Ehiels [l Pages Denied

Figure 76: Data Table options

Data Table Description
Options

Select the checkboxes beside fields you want to use as Columns in the table.

Columns

Rows Data

Other
options

By default, all fields are selected. Clear the check boxes beside fields you want
to omit.

Select whether the individual Group Details rows should be displayed.
Typically, you should leave this option selected. This option is only available
for Summary Groups.

Select whether to display the Totals row, which sums up the total number (or
Totals percentage) of request, pages, or files out of all the records in the
report. This option is only available for Summary Groups.

Selecting the Item Counter options counts the items in the report.

Limit the number of records in the report by selecting Display first 10
records . You can also change the number of records in the report by editing
the number in the text field.

Choose whether any URLSs listed in the report should be hyperlinks pointing to
the actual URL by sel ecting Clickable URL fields (when available) . This
field is selected by default.
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Pie Graphs

Pie graphs , available only for Summary Groups, are useful for comparing a single field
in the report.

Each slice of the pie is a different color and represents one of the Summary Groups
(the IP address, user, Policy Group, category, or denied flag setting that you select ed
when creating the report ).

Pie graphs are not available for URI or Host of URI Summary Gr oups.
Section 1 Diata Legend Type Options
E E'ﬂequesl Court GLeg-end Without Values DEﬁapta].r first 10 records.

. O Request Count Percent O Legend With Values [ Explode sectors
O Requests Allowed (& Labels With Values [ Transparent colors

Pie Graph ) Requests Denied
C Pages Allowed

Delete & Fages Deniee

Figure 77: Pie Graph options

Pie Graph Description
Options

Data Field Select which Data field to use in the pie chart. Remember, you can create
several pie graphs, each with a different Data field.
Selectthe Legend Type . The legend is a table used to identify which Group is
associated with each slice of the pie. You can choose a legend with or without
the numerical values displayed or you can choose to display labels for each slice

surround ing the pie graph. In general, a legend without values is not
recommended for large reports.

Other Limit the number of records in the report by selecting Display first 10
options records . That is, show only the top 10 entries in the report. You can also
increase or decrease the limit by editing the number in the text box.

Select Explode Sectors to add some space between the slices so that smaller
slices are more e asily distinguished.

Select Transparent colors to display the slices with transparent colors.
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Journals and Blogs: 137

Total Requests Per Category

Local List: 63

Figure 78: Exploded Sectors example

2D Bar Graphs

2D bar graphs have the following options:
Section 1 Data Chart Typse Options

) Request Count & Stacked Bars [ Display frst 10 records.
[¥)Request Count Percent O Side-by-Side Bars [ Add Polynomial Trendline Order 2
[¥] Requests Allowed ) Overlapped Bars [ Horizontal bars

ED B«Ell' Gﬂ'ﬂph Eﬂequeﬂﬂ Deﬂwd DD15|:‘H'!|I' 0 barder
[ Pages Allowed M1

L [¥] Pages Denied ransparent colors

Figure 79: 2D Bar Graph options

2D Bar Graph Options

Data

Chart Type

Other Options

Select the checkboxes beside the Data fields you want. Each
selected field is included as a different colored bar. Each
different Summary Group has its own set of bars.

Select how each set of bars should be displayed using Chart
Type: Stacked bars, Side  -by-Side bars or Overlapped bars. (See
illustration below the table.)

Limit the number of records in the report by selecting Display
first 10 records. That is, show only the top 10 entries in the

report. You can also change the number of records the report is
limited to by editing the number in the text box.

Add a Polynomial Trend line to char t the direction of changes in
activity. This option is only recommended for Date Range
summary groups. You can also edit the order of the trend line.

Display a 3D border around each bar. This makes small, hard -
to-see bars more visible.

You can also set the bars to display in Transparent Colors.
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