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Washington University in St. Louis, MO

• Private University Founded in 1853

• 3,000+ Full Time and Adjunct Faculty

• 13,000+ Full and Part Time Students

• 13,000+ Employees

• 4000+ Students Living on Campus

• Decentralized Campus Network
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GOAL

• Scan every IP address and every port 
on the network

• Tool of Choice = NMAP



Some NMAP Benefits

• NMAP is the top pick because it:

– Finds backdoors, FTP servers, open proxies, rogue 
access points, etc

– Can identify many services running like Apache 
servers, IIS 5.0, or RealVNC

– Extensive series of scripts available similar to 
nessus or metasploit

– Open Source



NMAP Downsides

• But NMAP has trouble scanning more than a 
few hosts or small subnets at a time:

– It returns too much data to reasonably wade 
through

– It has performance issues scanning large networks



Must be Root to use all NMAP features:
sudo ./nmap –make_sandwich



Solution: FastNMAP and NPWN

• Developed by Brandon Enright UC San Diego

• http://sourceforge.net/projects/npwn



• Fastnmap.pl
– runs NMAP in a way to optimize it for scanning large 

networks

– Splits your large network into small scan tasks

– Manages several Nmap processes in parallel

– Adjusts parallelism to meet a scan completion 
deadline

• npwn.pl
– a tool that reads in large FastNMAP reports and 

quickly highlights important items

– Analyzes Nmap XML output

– Signature/Heuristic based with severity ratings

– Handles host/CIDR based excludes



Potential Pitfalls of Scanning

• Pick a reasonable period to scan: 1 week < X < 
A Couple Months

• Identify Devices with Problems, Exclude Them, 
Work to Fix them

– A Switch’s one minute heartbeat was missed, and 
school’s network engineers were paged

– A KVM Switch Hung – It was old and needed to be 
updated, then it handled the scan fine



NMAP Scripting Engine

• I kept 92 nse scripts like:

– "dns-recursion.nse“

– "http-headers.nse“

– "imap-capabilities.nse“

– "irc-info.nse“

– "p2p-conficker.nse“

– "smb-enum-users.nse“

– "ssl-cert.nse“

• I removed all the brute force ones 



We Interrupt This NSO Presentation 
For An Important Security 

Announcement From XKCD.com





FastNMAP Command
# nmap -sL -n 128.252.0.0/16 |

egrep '^Nmap scan‘ |

awk '{print $5}‘ |

./fastnmap.pl

NPWN Command

#./npwn.pl -x –oG -d ./log/ > output



sudo ./nmap

--datadir
/home/<PATH>/nmap/

-p-

-PN

-sV

-O

--version-all

--script=all

–open

-ttl 12

-vv

-d

-T5

--min-parallelism 64

--max-parallelism 512

--min-rate 200

--max-rate 4000

--min-rtt-timeout 10

--host-timeout 120m

--min-hostgroup 64

--nogcc

--log-errors

-oA log/report_’ . $scanid .‘

--excludefile
./always_exclude.txt

@targets

> log/report_'.$scanid.'.txt

2> log/report_'.$scanid.'.err



Unix Screen Command

• If the shell dies, so does your work.

• To keep your shell alive—even across multiple 
sessions and dropped connections—use GNU 
Screen, a windowing system for your console.

• Step 1) Type: $ screen 

• Step 2) Type: $ man screen



FastNMAP.pl Status Update
• Less than four days to scan 128.252.0.0/16

• Much of the campus sits behind firewalls

• Some departments want different scan frequency

• Am not scanning any of our private IP space 
(student subnets, wireless, etc)

• Usually find about 4000 IP addresses online



mIST Metric



mIST Metric

• The mIST metric is "mili-IPs per Thread-
Second”.

• mIST = 30 => in 1000 seconds each thread will 
scan an average of 30 IPs.

• So if there are 8 threads, in 1000 seconds 
about 240 IPs will be scanned.



Some Interesting Npwn Tags

NPWN TAG Severity
[VNCAUTHBYPASS] {10}    
[BACKDOOR] {10}
[IMAPWEAKAUTHNOSSL]    {7}     
[POP3WEAKAUTHNOSSL]     {7}    
[NOPASSWD]      {7} 
[OPENX11] {7}
[SERV-U] {6}
[OLD_MSFTP]     {4}     
[SSLCERT_WILDCARD]      {4} 
[NSFTP] {3}     













Ten Machines Still Running Win2000



Very Good Book on NMAP



Any Questions?

http://sourceforge.net/projects/npwn


