MOREnet

Be better connected.

EARLIER WARNINGS W/
TRIPWIRES

John Riley
Kevin Lim
Jim Long




WHAT ARE TRIPWIRES: HONEYFILES, HONEYDOCS,
HONEYRECORDS, HONEYTOKENS

A honeyfile is a file that is designed to look like a real file on a
server but contains bogus data. Honeyfiles are appealing targets
for attackers. A honeyfile serves as a trap for attackers, and the
data included within it can contain triggers that notify DLP
solutions. Access to the files can also be tracked. A honeyrecord
In a database Is a honeyfile variant. These records serve the
same purpose: they are forged and never utilized, but if they are
ever copied, it indicates that there has been illicit activity.

The goal i1s generally to deploy them so no leqgitimate user would
have reason to access them.

Be better connected.



TRIPWIRES OR HONEY.....WHY....WHO

Can be a “heads-up” to bad actors inside our networks and reduce “dwell time”

of an initial compromise.

Inside - someone with too much access due to:
poorly configured permissions.
outdated job duties
Outside - Enemies - Bad actors
compromised accounts, - phishing
compromised machines - malware, viruses
poor configurations - incorrect permissions, lack of security software,
vulnerabilities - unpatched systems, zero days

Be better connected.



TRIPWIRES: HONEY ACCOUNTS

 Honey Accounts: A good network honey account should mimic a real user
account and look like a real person or organization. Use a real name, job
title, or make it look like a shared account. Then change the available hours

to O, strong password, and log in once.

Be better connected.



HONEY ACCOUNTS: USING GOOD BAIT

« Types of accounts
« admin’s - default administration acct, admin’s

« administration -supt, principal, director, cio and other high profile
accounts

« accounting/HR = payroll manager, accountants, HR managers
« Old accounts - Director/ Supt move on? Use that account
« techs = it staff

e Service Accounts or Shared accounts = Powerschool admins,
Printer admins, quickbook admins

Be better connected.



TRIPWIRES/HONEY

« Honey Docs/files creation, names, placement

PowerShell
Canary Tokens

software packages — Thinkst canary, rapid7

You may want to consider placing your honey files in alternate
directories that users would not be expected to browse in Windows
Explorer. You could also use a file extension that does not produce a
file preview in Windows Explorer to avoid these false positive alerts.

Be better connected.



HONEY DOCS/TOKENS: USING GOOD
BAIT

Types of documents
Passwords
Payroll -W-2's
Human resources - Contracts, Proposals, PII, discipline records,
Medical records
SS#'s

Financial documents - credit cards

Be better connected.



WAYS TO SETUP TRIPWIRES

Canary Tokens - Use for files not great for event viewer(spam)
Windows auditing + PowerShell
other options:

Active Directory management software. Rrapid msight
Agent, (netrix ..... AWS )

Be better connected.



CANARY TOKENS - EASIEST TO SET UP

l)?d CANARY

TOKENS

Select your token S 4

Web bug / URL token

Alert when a URL is visited

DNS token

Alert when a hostname is requested

o AWS keys
vare Alert when AWS key is

Azure Login Certificate

then used to log

n with.

rvice Principal certificate that alert

- Sensitive command token
‘ Alert when a suspicious V command is run

@ Microsoft Word document

pened in Microsoft Word

Get alerted when a document is o

Did you know some of the best
security teams in the world run

Thinkst Canary?
Find out why

Read Our Canarytoker

Be better connected.



TYPES OF CANARY TOKENS

————

Select your token B

Web bug / URL token
Alert when a URL is visited

DNS token
Alert when a hostname is requested

AWS keys
Alert when AWS key is used

Azure Login Certificate
Azure Service Principal certificate that alerts when used to login with.

Azure Entra ID login
Trigger an alert when your Azure Entra ID login is being phished

‘.o Sensitive command token

I Alert when a suspicious Windows command is run |

Be better connected.




WEB BUGS

 Web Bug - native

. http://canarytokens.com/articles/feedback/terms/mligwvvipn3jrbegxh7mkv3pdhd/payments.js



http://canarytokens.com/articles/feedback/terms/mlqvvipn3jrbeqxh7mkv3pdhd/payments.js

WORD DOCS AND PDF'S

L

fl::l f _||::| N :5:_. EI

Be better connected.



CANARYTOKEN TRIGGERED

Canarytoken triggered

ALERT

Aweb bug Canarytoken has been triggered by the Source IP 207.160.133.62

Basic Details:

Channel HTTP
Time 20823-18-1@ 14:26:34.264545
Canarytoken 5w277@055hgzypvnk8kprloes

This is a canary token place in home directory of
Token reminder Y P Y

admin
Token type web bug
Source IP 2087.1668.133.62

Mozilla/5.8 (Windows NT 18.8; Wingd; x64)
User-agent AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/117.8.8.8 Safari/537.36

Canarytoken Management Details:

Manage this Canarytoken here

More info on this token here

Be better connected.



TYPES OF CANARY TOKENS

P a

=

DNS token

%
Web bug/URL
token Putin an
email withajuicy

subjectline.
Or Embeddedin

documents Orlink
to imagefile

Azure Login

AWS Keys
Certificate

o

Sensitive Command
Token executables
oftenused by
attackers but
seldom used by
regularusers (e.g.,
whoami.exe,
net.exe, wmic.exe,
etc.). or attacker
toolsthat are not
presentonyour
system (e.g.,
mimikatz.exe), Ne
edtouseina
network
managementtool
to deploy across
your organization

Microsoft Word
Document Leave
the fileonaweb
serverinan
inaccessible
directory, todetect
webserver
breaches. Attachto
an email witha
tempting Subject
line.

Be better connected.




CANARY TOKENS

Pro’'s
easy to setup and deploy
Con’s
The doc file has to open with word
It triggers a dns query
web bugs should be shortened to disguise the url

May need path to run w/ admin credentials

Be better connected.
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Be better

POWERSHELL MONITORING
EXAMPLE CONFIGURATION



MONITORING REQUIREMENTS

PowerShell scripts are available through the link on slide 24
Create directory "c:\batchfiles" and place the below files to
it

e acct-access.ps1

 file-access.ps1

« psbypass.bat.txt - change filename to psbypass.bat
SMTP Relay

* The script requires an SMTP Relay to send alert emails

* Google Workspace includes access to a SMTP Relay

Be better connected.



FILE MONITORING CONFIGURATION

nable Audit Policy

DNS

& Local Security Policy = Audit object access Properties

B vwwace

Voice Recorder

File Action View Help

e @ XD HE

Event Vi
e Local Security Sefting  Explain

Failover Cluster Manager

= = E Audit object access
s - i Security Settings Policy Security Setting i. ’
ile Server Resource Manager 5
Westher i Account Policies Audit account logon events No auditing
= w [ 4 Local Policies X
) Group Policy Management ~ Audit account management No auditing
Windows Accessories 4 Audit Policy
Audit directory service access No auditing
St Mtato 7 User Rights Assignment
a Audit logon events No auditing Audt these attempts:

Windows Administrative Tools

Local Security Policy

4 Security Options

| Windows Defender Firewall with Adve a Slditubjectincees No auditing

Success ¢

Welows bactap | Network List Manager Policies Audit policy change No auditing
Microsoft Azure Services Public Key Policies Audit privilege use No auditing Failure ¢
Windows Ease of Access . & ) )
| Software Restriction Policies Audit process tracking No auditing
Retwork Load Saancing Merades | Application Control Policies Audit system events No auditing

Windows PowerShell

Windows Security

Windows System

, WinSCP

Wireshark

Word

Xbox Console Companion

Xbox Game Bar

A\ TowaaacegFEF MG F o p.

ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Online Responder Management
Performance Monitor

Print Management

Recovery Drive

Registry Editor

Remote Access Management

Remote Desktop Gateway Manager

& 1P Security Policies on Local Compute

| Advanced Audit Policy Configuration

Be better connected.

Apply




FILE MONITORING CONFIGURATION

» Configure Auditing for honey file

= - = - e

| honey doc.txt Properties X

General Securty Details Previous Versions
Object name:  C:\Data‘honey doc txt

Gmup Qar user names:

BR SYSTEM
B2 Administrators (. yourpc \Administrators)
B8R Users(  yourpc  [\Users)

To change permissions, click Edi.
Pemissions for Authenticated
Users Allow Deny
Full control
Modify
Read & execute
Read
Write

Special permissions

For special permissions or advanced settings, i-l'lced
click Advanced. oL

AL

OK || Cancel || Apoi

Advanced Security Settings for honey doc.txt

Name: C:\Data\honey doc.txt

Owner:  your, name : (you@domain.cor) Change

Permissions Auditing Effective Access

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type Principal

Access

Inherited from

3

| Add | Remove View

Disable inheritance

[ox ]| cancet || ‘Apply

Be better connected.




FILE MONITORING CONFIGURATION

Auditing Entry for honey doc.bxt [m] x

Auditing Entry for honey doc.bet O x
Select User, Computer, S count, or Group X b
Principal:  Everyone Select a principal
Select this object type:
[ User, Group. or Buitn secuty prncipal | | obiect Types... | Type: Success v
From this location E
yourdomain.com Locations.
‘ I | Show advanced permissions Basic permissions: Show advanced permissions
Enter the object name to select (examples):

[JFull control

Jrevene [heckhanes]] Moty
=g [ Read & execute

[ Read

> e

T TTSpeciEl

Special permissions

Clear all

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met. Add a condition te limit the scope of this auditing entry. Security events will be logged only if conditions are met.

Add a condition Add a condition

OK

Be better connected.



FILE MONITOR CONFIGURATION

Configure Script Variables — file-access.ps1

$Log = "Security" - Windows log that the script runs
against

$eventid = 4663 - Event ID that is filtered for

$msg = "ReadData" - Filtered event subject - in this case
"file read"

$FileName = "c:\temp\file-access.txt" - Event file
summary

$PSEmailServer = "smtprelay.domain.net" - SMTP relay
server

$mailto = "youremail.domain.net" - Alert email recipient
$hfile = "super-cool-info.txt" - Name of honeyfile

Be better connected.




ACCOUNT MONITORING CONFIGURATION

« Set logon hours to created honey-account in ADUC

admin Properties 1 = )
Miermber OF Dibin & 5 | Legon Hours for admin pod
Remote control Remote Deskiop Senvices Profle COM=
Gerral  Addewss  AcoOUt Profis  Telephones  Oeanieation . @ {] &
'm—|@wurdnmim.m = 12-2-4-6-8-10-12-2-4-6-8-10-12
e g 0 { (DO O
yourdomainy, | scimen
Sunday
Logen Hours... Log/On Ta...
K; e
. - ' Tuesday I O Logon P o
Acount oplion:
[ Wstr rrasst changn passwond o et kagen - Wednesday r @ Logon Denied
[ Uiser cannot change password \
[ P asswond newer expires
[ Store password Lsng reversile encyzbon Thursday ﬁ
) Herver |
(Y End o | Trumday . Mowember 2, 2020 Sd.l.lﬂﬂ'jf
Sunday through Saturday from 12:00 AM to 12:00 AM
ok ]| conce | [ Ak Hep

Be better connected.



ACCOUNT MONITOR CONFIGURATION

« Configure Script Variables — acct-access.ps1

« $Log = "Security" - Windows log that the script runs
against
« $eventid = 4625 - Event ID that is filtered for

« $msg = "admin" - Filtered event subject - in this case we
are monitoring the "admin™ account

« $FileName = "c:\temp\acct-access.txt" - Event file
summary

« $PSEmailServer = "smtprelay.domain.net" - SMTP relay
server

« $mailto = "youremail.domain.net" - Alert email recipient

Be better connected.



TASK SCHEDULER CONFIGURATION

@ Task Scheduler
File Action View Help

ol A RS

G
@ Ta_.;k Scheduler (Loca-l} I Mame Status  Triggers Actions
| v [ Task Scheduler lihran: ~
» -] Microsoft Create Basic Task... Multiple triggers defined %
] Mozilla Create Task... At 6:41 PM every day - After triggered, repeat @ Create Basic Task...
e At 2:00 PM on 5/1/1992 - After triggered, repe | »  Create Task...
. . At 3:34 PM on 9/24/2023 - After triggered, rep " Tack
DEptay All Running fasks At 3:34 PM on 9/24/2023 - After triggered, rep mport Task...
Disable All Tasks History [Zd Display All Running Tasks
Mew Folder... > Disable All Tasks History
View » [ Conditions Settings History [ MNew Folder...
Refrech flgelpdateTaskMachineCore ~ View
& Refresh
Help
3
autror Help
Description: | Keeps your Microsoft software up to date. If this task m
software will not be kept up to date, meaning securit bR
fixed and features may not work. This task uninstalls un
using it. = End
& Disable
Export...
Security options po
X & Properties
‘When running the task, use the following user account: v
< > x Delete

Creates a customized task for advanced users.

(B Create Task

General Triggers Actions Conditions Settings

Name: Honeyfile-Acct Task 6

Location:  \

Author: yourdomain\your_acct

Description:

Security options
When running the task, use the following user account:
NT AUTHORITY\SYSTEM

Run only when user is logged on

Run whether user is logged on or not

Do not store password. The task will only have access to local computer resources.

[ Run with highest privileges @

Change User or Group...

D Hidden Configure for: _Winduws Vista™, Windows Server™ 2008

Be better connected.




TASK SCHEDULER CONFIGURATION

(B Create TaskG > New Trigger x
General Triggers Actions Conditions Settings Begin the task: |On a schedule@ V|
. . o Settings
‘When you create a task, you can specify the conditions that will trigger the task.
o One time Start: | 2/ 272024 [E~ | |1?_:DD:OO PM S | I:‘ Synchronize across time zones
Trigger Details Status ® Daily <=
O Weekly Recur every: days
(O Monthly
Advanced settings
[] Delay task for up to (random delay): 1 hour
Repeat task every: @ for a duration of:
[] Stop all running tasks at end of repetition duration
Stop task if it runs longer than: 30 minutes <_|
[ Expire: | 27 272025 104218 AM 2 Synchronize across time zones
New... Edit... Delete Enabled
0 Cancel Cancel

e Adjusttask frequency that works for your case

e Start with a 15 min intervaland adjust as needed

Give task enough time to complete before the task runs again

Some logs are very large and could take longer to for the script to parse

Be better connected.



TASK SCHEDULER CONFIGURATION

Edit Action

You must specify what action this task will perform.,

(D Create Task 0 %
Action: | Start a program ¢ ¥

General Triggers Actions Conditions Settings
Settings

When you create a task, you must specify the action that will occur when your task starts,
Program,/script:

Action Details C:\batchfiles\psbypass.bat ﬁ | Browse...

Add arguments (optional): | |

- Start in (optional): | |

MNew... Edit... Delete

i

* Runningthe PowerShell scripts within a batch file is simpler than
configuring Task Scheduler to run a standalone PowerShell script

* The batch file also sets the PowerShell Execution Policy to allow scripts to
run and then resets it back to "Restricted"” when the task completes

Be better connected.




QUESTIONS?

rileyjr@more.net
Kevinl@more.net
long@more.net

Link to the scripts:
http://bit.ly/45svdkO

Be better connected.


mailto:rileyjr@more.net
mailto:kevinl@more.net
mailto:long@more.net
https://nam02.safelinks.protection.outlook.com/?url=http%3A%2F%2Fbit.ly%2F45svdk0&data=05%7C01%7Ckevinl%40more.net%7Cd5f6e2c7d7f443ddb07b08dbca63cb9f%7Ce3fefdbef7e9401ba51a355e01b05a89%7C0%7C0%7C638326302181514547%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=wHmXIZXvw4D1tQ1SlYbgsomhi2gXpWmOuYk6QKttafM%3D&reserved=0

THANK YOU FOR COMING!
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