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Basic Overview

* Define some parts of the network

* Understand how they work

« Performance from a network view

« Security from a network centric view
 How to get it all to work together

Be better connected.



Disclaimer...

These are my own biases and observations and do not
reflect policy, thoughts, or direction of the other
departments or people at MOREnNet or the University

of Missouri.

My goal is to get you to think about these things....

Be better connected.



Gratuitous Cat gif ...

Be better connected.



Managing the complexity

Break things down into their components and
understand how they work together

Simplify and document how the system is built

Doing the footwork beforehand saves a lot of trouble
on the backside

Don’t think you can scam the universe...

Be better connected.


Presenter Notes
Presentation Notes
Many times we can play the game and start trying to out think the problem. This can lead to over complication. Understanding the components and how each works with the other helps us keep things simple. Keeping things simple is key to being able to manage things appropriately. Documenting what you are trying to accomplish and the steps you need to get there can keep us from skipping things and make things easier to fix and extend later on.


The layer models

OSI| model TCP/IP model
DX 3hysioa| o PhySiCaI
< Data Link * Network
< Network % Internet

< Transport % Transport

< Presentation
¢ Application

Be better connected.


Presenter Notes
Presentation Notes
One of the basic models used in modern networking is the layer model. Two common models are the OSI model and the TCP/IP model. Although they appear different, they share some of the most common names and can have similar functions embedded in them.


But, my layers don’t match those...

Transport and tunneling protocols can sometimes lead
to confusion because they don’t match traditional
models...

e.g. ATM, MPLS, VXLAN, IPsec, SSL-VPN, Segment
Routing/SRVG...

They all still function as a layer between two other
network functions.

Be better connected.


Presenter Notes
Presentation Notes
One of the biggest issues with any layer model is that eventually we find that what we end up working with isn’t the same as what we thought we were going to have based on the model. Various protocols don’t fit well in any of the basic models, but that dosen’t mean that the idea of network layers is not useful.


What the layers really mean

Layers are more of a methodology for connecting
things than a rigid structure everything has to fit into

Each layer is a protocol
(connectors, signals, framing, behaviors)

Application Application
Transport |« » Transport [« » Transport
Network |« »  Network Network Network Network
Datalink Datalink Datalink Datalink Datalink Datalink

Be better connected.


Presenter Notes
Presentation Notes
What network layers actually teach us is that there is a stack of protocols that communicate with other devices that carry a similar stack. Locally, our application layer uses the transport layer below it to eventually communicate with the application layer at the other end of our path. The transport layer communicates through the network layer below it to communicate with intermediary transport layers to get to the final transport layer so the application layer above it can build a connection. In this way it simplifies the associations you need to deal with and simplifies your task. 


What the layers really mean

Layers are more of a methodology for connecting
things than a rigid structure everything has to fit into

Each layer is a protocol
(connectors, signals, framing, behaviors)

Application Application
Transport |« » Transport
Application Application
Transport |« » Transport [« » Transport
Network [« »  Network Network Network Network
Datalink Datalink Datalink Datalink Datalink [f{{ Datalink



Presenter Notes
Presentation Notes
Again, the layer models are for reference. Many time you can end up having an application that provides a transport layer for another application, such as the establishment of a VPN, or the tunneling of a network link through SSH. The key is to understand that the ultimate connection is established directly across from one stack to another stack and not between different layers in different stacks.


Layer 2 - The Network Layer

Normally Ethernet (802.3) these days...

Non-routable.

...means it’s localized to an organization/data center or function.
Router required to connect LANs to each other.

Addresses can be globally assigned, or locally
assigned depending on protocol and implementation

Tags can be used to segregate LANs within switches.
(802.1q or 802.1ad)

Be better connected.


Presenter Notes
Presentation Notes
Ethernet is normally thought of as a layer2 protocol. This puts the protocol above the physical but below the routed layer. Layer 2 protocols are typically not routable and is limited to a flat switched network with a homogeneous address space (Mac addresses). In Ethernet the addresses are normally assigned by the vendor, but special cases can occur where an address has to be created for a virtual host. In order for multiple flat networks to share a common space, tags can be used, such as vlan tags defined in the 802.1q and 802.1ad standards.


How a switch functions....

Store and forward (hub)

1.
2.

Recelve Frame on port
Forward frame out all other ports

Learning Switch

1.
2.

3.

Frame is received on port

source address (and vlan’s) for frame received is
stored as reachable via inbound port (with a timer)
switch forwards it out all ports that are associated
with the destination address (and vlans), or floods it
If no association is valid

switch

Be better connected.

out


Presenter Notes
Presentation Notes
In reality, the switching environment is based on the idea of storing and forwarding frames. Original switches hubs and bridges would flood frames out all interfaces to ensure the frame got to the right endpoint. This was noisy and could cause excessive collisions. Modern switches will store the source addresses, and associated vlan tags and a timer value, seen on ingress of a frame on a port. The switch will then queue that frame on either the ports that carry an entry for the destination address and vlan in its learned table, or flood it out all ports associated with the vlan the packet arrived on.


A few details on layer 2/Ethernet

« 2 components to an Ethernet address
« QOUILID
« OUl is assigned by IEEE to vendors
ID is assigned by vendors to NIC'’s

« MAC addresses are not of use outside of a layer 2
domain

 VLAN'’s group endpoints (802.1q)

 VLAN'’s can group VLAN'’s (802.1ad)

 LAN protocols can be chatty...

« Loop detection and prevention (spanning tree) can

be complex, slow, and fragile.
» Special protocols developed to solve this issue

Be better connected.


Presenter Notes
Presentation Notes
There are two parts to an ethernet address. The IEEE assigned OUI, and a vendor assigned endstation number. MAC addresses, while able to identify a particular NIC, are not really that useful to hackers, because it dosen’t identify any particular software or OS level. They are rarely seen outside of the local segment, because once you reach the router, they are stripped and the next segments MAC addresses are used. Vlan’s are useful for grouping hosts that work together, and will limit the amount of traffic chatter you will have to see from other groups of hosts. stacked vlans are useful for further grouping workgroups. traversing from vlan to vlan will require something to route between them, but offers a boundary for arps, broadcasts and chatter. Building layer2 redundancy with loops can be a complex issue that it’s best to avoid. There are some special protocols developed for metro ethernet that can help, but they also have an added cost. bundled links are a better way to reduce dependency on a single link.


Wait! This isn’t a layer2 protocol!

IEEE 802 Standards
Standard Name ~ Topic

Intern etworking Routing,Bridging,and network—-to-network Communications
LOg ical Link Control Error and flow control over data frames
Ethernet LAN All forms of Ethernet media and interfaces

A variety of 100 Mbps-plus technologies,including

High-Speed Networking s s

Standards for designing network over coaxial cable—-based
broadband connections.

Cable Broadband LANs and MANs

Be better connected.
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Presentation Notes
Although ethernet is normally thought of as a layer 2 protocol, it actually entails several standards that cover many layers and protocols


Ethernet/802 Protocol Stack

Data Link

Physical

Be better connected.


Presenter Notes
Presentation Notes
There are standards that offer different physical interconnection methods and framing schemes, as well as link management systems and tagging and encryption methods


Layer 3

Typically IP
e |PV4 32 bit address with a VLSM
e |Pvb 128 bit address

« normally subnet at 32, 44, 48,and 64 bits...
Routable

* Network and Host portions based on mask

« Although source and destination in header, normally bad form to
route based on source

* Important to avoid route metrics that induce instability

i.e. utilization, anything too far down or upstream...
things that change based on the metric you are

setting

Be better connected.


Presenter Notes
Presentation Notes
IPv4 has a 32 bit length that is divided into a local range and a network range by a variable length subnet mask. IPv6 has 128 bits to address hosts. The division of networks is normally handled in a more classful manner with 32 bits being a typical RIR allocation, 44 or 48 bits being the size of a delegation to an enterprise, and 64 bits being what is set to a local segment. other network ranges can be used to group various subgroupings at different levels, but it is bad form not to use 64 bits on a local LAN segment due to router advertisements and auto numbering methods. 
Layer3 is where routing occurs. Using logical groupings of IP addresses allows preservation of valuable route space, and helps make rerouting quicker and logical. Although there are many metrics that are tempting to use when developing a routing policy, it’s best practice to avoid using the source address or things like utilization as a metric. This can lead to instability or inability to resolve routes in some cases.


Where do layer 3 addresses come from?

Regional Internet Registries (RIR’s)
Allocated based on need
From specific blocks assigned for region
Legacy allocations don’t adhere to post RIR allocations.
RIR’s were established around 1997

ASN'’s IPv4 and IPv6 addresses are assigned
and recorded

RIPE. ARIN. APNIC. ‘!
AFRINIC. LACNIC g ’

- LAEHI(:
RIPE NCC

Be better connected.
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Presentation Notes
Globally unique routes and numbering resources are managed by what is called a Regional Internet Registry. These organizations were established in the mid to late 90’s. They work with their respective areas to ensure that numbering resources are delegated and managed in a fair and logical manner. For a yearly management fee, they provide registration services, reverse DNS delegation, and some routing security services. IP blocks that were assigned before the establishment of these organizations can lay outside of the normal allocation blocks and are called Legacy assignments. It is good to have a Legacy Resource Services Agreement with your RIR to ensure that contact records, and services are up to date and available when needed.


How a router functions....

Output >

Interfaces

Input >
Interfaces>

Input

> Queue Queue

@)

=

g
vv
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Presentation Notes
The original routers were servers that had multiple NIC’s attached to the LANs they routed between. When routers started to become appliance type devices, they carried some of the same structure into how they were built. The routing engine was central to the forwarding of traffic. As the NIC’s received and queued input packets, the routing engine would inspect and update the IP header information, and copy the packet body with the updated header into the proper output queue for the destination interface. Notice that there was one output interface for each packet, not a flood and prune behavior like in the switch. Also, as the CPU became more busy, you could expect latency through the router to increase.


How they really work these days...

Control Plane

RP/CPU

Forwarding Plane

RXPhy [ = > > | TXPhy
RXPhy 2, ~> (é) > —>| TXPhy
RX Phy j> _________ ',{,‘,‘:’,‘l‘} e :3-1 N 0 ,;‘l‘;,%‘t > | TXPhy
RXPhy [ > ;I)'. = > | TXPhy
RXPhy [ - ? F} TX Phy
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Presentation Notes
Modern routers divide the traffic and control plane into separate layers. The control plane handles all routing protocols and management, pushing a Forwarding table down into the NPU’s Each input and output interface has a pipeline in the NPU ASIC. The packets are queued at the input and input policies are applied and a destination interface path is determined, when there is space on the output NPU, it is switched through the fabric to the destination pipe where it is queued, and transmitted. Although the CPU has been removed from the path of normal traffic, management and protocols will be sent there to be processed.


Connecting networks to networks

How we built up to the Internet...

BGP is the Internet standard

ASN'’s define a group of routers under a common administration
system

AS path is the list of AS’s your packet has to pass through to get to
its destination

Most defined metrics are not “transitive”
AS prepending

* the practice of adding ASN's into the path to make it less desireable
Community Strings
Normally defined as an ASN:Group# (ie 2572:1001)
* Used to define how an advertisement is to be treated by a network.
No defined standard operations

Be better connected.


Presenter Notes
Presentation Notes
BGP has become the kitchen sink protocol of the networking world. Here we are only concerned with inter-networking address exchange. The main identifier for BGP is the Autonomous system number. It identifies a group of routers that belong to a common administrative authority. Sometime organizations can carry a few ASN’s due to mergers or various admin groups with differing policies under the same organization. When a route passes through a network, the ASN is added to the AS path, forming a list of ASN’s that will be crossed to reach a destination. 
One of the challenges of BGP is a lack of metrics that will be recognized by ASN’s that aren’t directly connected to you. In order to modify the flow of traffic or improve a path, AS prepending is normally used, where an ASN is added multiple times to make a path less attractive. The result is that traffic flows are hard to control deterministically, and some path can fall out of the network due to being dropped due to them not being a best path. 
Another mechanism that can be used to control traffic flows is the community string. Community strings are represented as an ASN and a index separated by a ‘:’. These can identify routes in a network by purpose, but they can also be used to impose a policy in a down stream network if they publish a series of strings and the actions related to them. There are no generally defined standards for community strings, so you have to depend on the network po\ublishing these to their website to know what is available for use. Most service providers will pass community strings, but there is no guarantee that someone may reset them on any particular peer.


What about higher layers?

Layer 4

« TCP, UDP, and ICMP ports and message types
can be used in ACL'’s

« Are seen but not modified or tracked by routing
devices unless they are communications with the
control plane

Layer 5+

* Not understood or acted upon at the
routing/network level
* I'm a network guy, | deliver the packets...

| don’t want to know what’s in them....

Be better connected.


Presenter Notes
Presentation Notes
Routers and ISP’s will typically not modify or read the contents of packets being forwarded. Most routers will allow filtering based on layer 4 parameters, but avoid modifying them or looking or modifying anything deeper in the packet/frame, unless contracted to scrub or firewall traffic. This is due to the performance and equipment cost of doing these operations at a reasonable line rate. The idea is to get the traffic where it needs to be, not to muck with it.


How to get better Performance

Make sure the pipes stay full?
Buffering, MTU, Windowing

Are the pipes too full?
Drops, utilization stats

Are we using what we have efficiently?

Too much chatter, scanning, keepalives
Are we trying to do things in the right place on the right
stuff?

Routers route, switches switch, Firewalls block and inspect

Are we sure we know what we are looking at?

Is that really traffic dropping, or are they just tired of talking to me?

Be better connected.


Presenter Notes
Presentation Notes
There are several factors in the network that can impact or help performance. It’s good to be able to document and track what is going on so you know where potential problem points can be occurring.


Performance at the edge

Much of the functions to send and receive data can be offloaded to the modern
NIC (Checksums, Syn/Ack, framing and queueing, fragmentation)

Standard buffer sizes are too small to keep large pipes full.
Latency can seriously impact the need for large buffers

Larger MTU’s can aid in sending larger flow rates, but you have to make sure
the path can handle it.

TCP congestion avoidance and fairness algorithms can be two edged

Some tuning procedures can actually decrease throughput on lower speed
links (Large frames and buffers can plug up slower networks)

See https://fasterdata.es.net/host-tuning/

Be better connected.


Presenter Notes
Presentation Notes
Many time the performance issues can be related to edge performance. Modern NIC’s can offload a lot of the grunt work in sending and receiving traffic. Making sure that you have a fairly modern NIC for the data rates you need is important. Make sure that functions like error correction, checksums, framing, queuing, and fragmentation are available and used. The less time a CPU pipeline has to be interrupted to feed a traffic flow, the better. This is also why it’s important to make sure the receive and transmit buffers on both ends are large enough to support the speed and latency. Larger MTU’s can also help because fewer IP headers have to be created to keep the pipe full. ESnet has published a lot of information on this at https://fasterdata.es.net/host-tuning/


Performance in flight

A circuit with a 50% utilization on a 30 second average
isn’t half full, it's 100% full for half of that 30 seconds...

O(1Gbps) x 30sec= 15Gb ->
15Gb/100Mbps = 150sec

Drops will occur.

Make sure they aren’t excessive...

Beware MTU mismatch

Jumbo MTU'’s don’t work in the general Internet

MOOM /\/\/ e pettercomeded



Presenter Notes
Presentation Notes
Understanding what is going on with your frames as they are moving between your endpoints can also be critical. One thing to understand is what utilization averages and micro-bursts can mean to getting data through your network quickly. Every drop means a retransmit and a TCP window resize if using TCP. A bandwidth difference of > 1:10 on a switch or router is generaly not a good idea. If a 1G interface is full 50% of the time on a 30 second average, that’s a total of 15Gb of traffic that has to be sent out other interfaces. If it’s all destined for a 100M ethernet, that ethernet could be busy for 150seconds to clear that data. On a 10M ethernet, that would be 10 times as long, and there would need to be buffer space on that interface to accommodate that. You will get drops from output queues, just make sure they are not preventable.
MTU can also be a problem. Jumbo MTU’s make for very large frames that can block other traffic for periods of time. The general internet will not support MTU’s any larger than 1500 bytes. You also need to make sure both sides of your links have the same MTU on both ends. MTU mismatches can cause a lot of issues when trying to get better performance.


Ways to test for issues

Path and endpoint reachability tools

« Ping, Trace route, MTR, Smoke Ping, OWAMP, TWAMP
« |CMP or UDP echo and TTL scoped tests

Throughput testing

« iPerf, PerfSonar, Thousand Eyes, Ripe Atlas, MLAB tools...
 Normally depends on an endpoint on both ends and some in the middle
« Some are free, some have costs, some have a credit system

Network Mapping and Monitoring

« Don’t do this to others networks unless you have explicit permission
 NMap, SolarWinds, etc...

« Wireshark, Bro, Snort, other IDS/IPS packages...

Be better connected.


Presenter Notes
Presentation Notes
Here is a small sampling of common tools that can help diagnose network issues and performance bottlenecks. Understanding how these tools work can help avoid common misunderstandings that will lead you on a wild goose chase. Most tools can be grouped into path and endpoint reachability and response measuring tools, throughput testing, and monitoring and mapping. The path tools will normally use UDP echo and/or ICMP to test round trip time to the endpoint, or use TTL tricks to trace out the path followed to the endpoint and measure RTT to each of those. Throughput testing normally involves two or more endpoints, and they can be free, credit based, or for a fee services. Network mapping tools can be a bit intrusive and should only be used with permission of the network you are mapping/monitoring, and also with an appropriate NDA and security controls on any data gathered. That said, they can be invaluable for documenting and understanding your working network.


MTR

mtr -t www.amazon.com

My traceroute [v0.94]
Mini-Host (192.168.6.119) -> www.amazon.Ccom 2025-02-11T15:51:51-0660
Keys: Help Display mode Restart statistics Order of fields quit
Pa{ket5 Pings
Host % Snt Last Best
_gateway 8 110 D. B.3
rtrl.clmamocd.socket.net 2.0% 118
mlx 1 clmamo: cket.net 0. 08 118
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.net 3. B 110
.net 8 110
.net ) 110
ﬂﬂD -Dcket net 118
.corez.mci3.he.net 70 118
51-7-194 . kcix.net 0.0% 110
(waiting for reply)
(waiting for reply)
(waiting for reply)
(waiting for reply)
(waiting for reply)
server-3-166-1083-169.mc150. r.cloudfront.net
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Presenter Notes
Presentation Notes
MTR, formerly known as Mikes Trace Route and now known as My Trace Route, is a tool that combines trace and ping functions to expose and monitor a path to a destination. It’s important to note that this is a path to a destination and the return path from any one of these points could be different or non existent. The first anomaly to notice is the high loss rate on node 10. We do not know why the pings aren’t being returned, but because all subsequent hops do not telegraph that loss, you can be sure it is a localized phenomenon. Probably due to that node being ICMP rate limited. Steps 12 through 16 are a common occurrence for cloud services where internal devices may not have full routing or may not be allowed external access to respond.  


The problem with ICMP...

There’s no free lunch...

ICMP requires resources to create and respond to events. Many routing devices rate limit these
responses.

We just can’t have nice things...
Common open ports and protocol become targets for abuse

Some security practices require filtering or blocking of ICMP and/or UDP echo

How did you get here?!....

Traceroute is unidirectional. It does not tell you what the return path from any point is, and sometimes
that is what is broken. Full Internet routes consume a lot of resources, so some devices only carry
what they need to get packets across their local domains and will not know how to return globally
routed traffic.

Be better connected.


Presenter Notes
Presentation Notes
If you remember the way the modern router is designed, the CPU is not inline, and all ICMP or UDP echo frames have to be “Punted” to the cpu for response. These are considered low priority, after the actual routing and management functions of the router and network are taken care of. Most traffic to the CPU is passed through a policing function to limit the amount of any particular traffic to the CPU. When a router is in a busy location, and many different endpoints are sending ICMP, it can result in much of it being ignored, dropped, or delayed. Because of the ICMP “noise” in the Internet, many security groups have recommended blocking ICMP and UDP echo packets at the firewall. One other common misconception is that the return path is the same as the path taken to any destination. Due to prepending and policies set in different interviening networks, this is rarely the case. When looking into a suspected path issue, getting a trace from both sides is invaluable. 


iPerf3 testing

shannon@Mini-Host:~$ iperf3 -c 192.168.0.118

Connecting to host 192.168.0.118, port 5201

[ 5] local 192.168.0.119 port 53208 connected to 192.168.0.118 port 5201
[ ID] Interval Transfer Bitrate Retr Cwnd

[ 5] 0.00-1.00 sec 113 MBytes 949 Mbits/sec 139 362 KBytes

[ 5] 1.00-2.00 sec 111 MBytes 930 Mbits/sec 0 368 KBytes

[ 5] 2.00-3.00 sec 112 MBytes 940 Mbits/sec 0 387 KBytes
[ 5] 3.00-4.00 sec 108 MBytes 902 Mbits/sec 0 416 KBytes
[ 5] 4.00-5.00 sec 111 MBytes 932 Mbits/sec 0 416 KBytes
[ 5] 5.00-6.00 sec 103 MBytes 863 Mbits/sec 0 467 KBytes
[ 5] 6.00-7.00 sec 111 MBytes 935 Mbits/sec 0 469 KBytes
[ 5] 7.00-8.00 sec 107 MBytes 901 Mbits/sec 0 492 KBytes
[ 5] 8.00-9.00 sec 112 MBytes 938 Mbits/sec 0 492 KBytes

[ 5] 9.00-10.00 sec 109 MBytes 912 Mbits/sec 0 503 KBytes

[ ID] Interval Transfer Bitrate Retr

[ 5] 0.00-10.00 sec 1.07 GBytes 920 Mbits/sec 139 sender
[ 5] 0.00-10.04 sec 1.07 GBytes 915 Mbits/sec receiver
iperf Done.

Be better connected.
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Presentation Notes
iPerf3 is an interesting test tool. It can help tease out many different performance issues. There is an endpoint run as a server, and one run as a client. From the client you can specify one way, or two way testing to test for RX or TX buffering issues. You can set MTU, run several parallel tests, or do other things to diagnose flow limits, MTU mismatches, or TCP windowing issues. The tool is currently an open source project run in partnership with ESnet, and versions for many operating systems can be found precompiled and packaged.


Thousand Eyes

Shannon Spurling
® Ba Qa | 2 University of Missouri- MOREnet
- Dashboard: ThousandEyes Built-in Copy ~ 7 Fiers Bt O e A R
@ Cloud & Enterprise Agents >
Endpoint Agents hd J Agent Status

n Online

%a Cloud Insights b
("L Devices >
3, Internet Insig
| Dashboards
. Tests
B nlerts >
Test Name Test Type Alert Status 4. Trending (12h) | Current Values.
fg.. Integrations ¢ s SHETS .
o RO RN (PTICER ) R : e e e, RO
« Sharing 3
ST [ A |  Dchanges
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unt Settings b
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Presentation Notes
ThousandEyes is a commercial offering from Cisco, and is directed to cloud reachability and performance monitoring. There is an endpoint system that puts a plugin and app on endpoints and provides monitoring of web browsing traffic for troubleshooting specific web apps. There is also an enterprise agent that can be installed on endpoints for testing protocols between those nodes, and cloud nodes run by cisco.


PerfSonar Overview

Developed by the research community
PScheduler allows requests from authorized IP’s
uses OWAMP/TWAMP, iPerf3, Ping and Traceroute

Several installation options and Linux platforms
supported. Important to keep updated...

Be better connected.
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Presentation Notes
PerfSonar is a tool that has been developed by the national research network groups for monitoring and testing performance on research network paths. It is free to download and use, and there are several tutorial and user group discussions on ways to use it. It can be installed as a docker container, a bare test node, a control node for several test nodes, a stand alone test system with the web based control, schedualing and testing front end or any combination of those. It combines several test systems together to try and get a complete profile of the links between test nodes and record those results over time in a grafana dashboard. It’s best to stay up to date, because many tools have been removed, changed, and updated in every major version.


What about security?

Good security is valuable
Appropriate security is invaluable

Understand what you are protecting and why
Keep policies simple and understandable
Don’t assume something is trustworthy

Does that really need to be on the Internet?
(I am looking at you loT...)

Be better connected.
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Presentation Notes
Proper security is essential. In order to have proper security, we have to know what we are securing and why. When you apply security policies that don’t fit, it can impact your performance, or leave you with a severe blind spot to bad people. IoT can be one of those things where it is difficult to know how much and what kind of limits we need to place on it.


Safety Considerations...

What Why?
Student Data? Curious people?
Users? Careless People?

Malicious People?
Older systems?

Badly coded software?
Oversights?

Medical Records?
Financial Transactions?
Systems?

Everything over HTTPS?
maybe? OIld TLS server?

Be better connected.
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Presentation Notes
When we talk about what we need to secure, sometimes we have data restricted by law. Sometimes it’s just things we need to do to be a good steward of our users trust. It would be nice to think that the world is safe and nothing bad ever happens, but people are messy, and they are why the internet is here in the first place. Sometimes we have old systems because even if there are vulnerabilities, it dosen’t make sense to worry over low security data in something that can be broken with much effort.


Understanding context

What is a DDOS (Distributed Denial of Service)?

Functional or Volumetric
Directed at a host or service

Is the goal to disable the network, a service...
...or hide bad actions?

Be better connected.
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Presentation Notes
A good example of matching the correct security response to the right security issue is the ubiquitous DDOS. Every vendor has DDOS protection. But the DDOS’s I  commonly see are bot nets spoofing DNS queries to recursive servers to create a large flood of traffic towards a firewall or edge node. These are not web apps, so the cloudflare DDOS protection that works so well for web sites is not appropriate. Updating the rules on an edge firewall would just plug up that firewall instead. A distributed cloud scrubbing system is what is needed. We have that and have used it to protect our internet uplinks for many years. If the attack were a ACK/RST attack as has been seen around recently, the firewall settings is the most appropriate. Again, understanding the how what and why of the security system is important.


Securing layer 2 and why

Ethernet is leaky, and can be chatty

MacSec (802.1ae) allows Layer2 endpoints to
establish encrypted communications (save for
untrusted networks)

Locking down ports allows you to prevent
unauthorized devices from snooping traffic

Segmenting by purpose and group prevents groups
from causing issues with each other (I'm talking about

you, loT...)

Be better connected.
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Presentation Notes
As was seen in the earlier piece on layer2 switching, ethernet is noisy and leaky. It’s also the protocol that is used for most of the links in the internet because it’s relatively cheap for its speed. Many vendors are offering MacSec on their switches. This allows securing ethernet frames in an untrusted environment. There is a cost, but it’s coming down. If you are in control of the network, locking down unused ports, and not allowing Wifi endpoints to talk directly to each other can scope some of this without the cost. Another approach is to properly segment your network. Put IoT in its own VLAN so it’s not exposing everything else to its chatter, and keep users logically in VLANs that limit access to what they should be accessing. 


Securing layer 3 and why

The Internet is a crazy place

IPsec on the endpoint will keep most data secure to the destination

Structural VPN'’s or securing data for regulatory compliance

Route hijacking is possible (register address space properly and
implement RPKI)

* Registration under and LRSA/RSA with the RIR and setting up Route Origin Authenticators establishes
a trusted anchor for your routes.

* Registration under an Internet Route Registry (ARIN and RAdB) provides additional path information
used by networks to build filters

Source address spoofing is problematic

+ BCP38 and RPF (Strict and loose) or filtering
* GeoBlocking helps scope traffic for “special” services

Be better connected.
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Securing Layer3 has two parts. If you are trying to secure data for compliance, transmit it on a secured VPN from host to host. trying to offload the VPN to another node leaves an unsecured link in the chain, and additional variables. The other part is to make sure the secured data or even regular data isn’t exposed through route hijacking. This makes it important to register your IP addresses with the RIR, establish Route origin authentication, and make sure your routes, ASN’s and route policies are recorded in a trustworthy Route registry so ISP’s can generate route filters that make sense. Another issue is route spoofing. This can be limited by complying with Best Current Practices 38, and using Reverse Path Filtering where appropriate. GeoBlocking can also help with scoping access. Just be careful of users needing access to resources in areas you blocked. The internet is world wide for a reason.


What's this security doing to my
performance?

Every operation a firewall does induces more latency

More latency means more memory and resources are
used per Mbps of traffic

Most firewall vendors will have published numbers for
how turning services on impacts throughput, but the
sales people won't want you to see them...

Good security takes time and effort, so it will slow
things down.

Be better connected.
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Every policy and function a firewall performs will slow down and limit performance. This isn’t a bad thing, but needs to be understood. Testing houses have published numbers on all the different vendors and how much applying policies slows down traffic through firewalls. Some claim no impact, but they will have a per flow impact that can be pretty consistent across all the flows making up the total throughput. 


Practical ways to deal with it

Categorize and understand security functions

Layer your security functions and do them where it
makes the most sense

Segment groups so that policies can be applied
correctly.

Document and monitor your network
(IDS/IPS, Netflow, Interface stats)

Be better connected.
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So, how do you deal with this without destroying the user experience? Zone and layer your security needs. Protect the important and vulnerable things. Layer your security, and segment groups so they make sense. Us an IDS/IPS to document and monitor your network.


The concept of Science DMZ

High speed large data transfers are important to
researchers.

Create a zone outside of the site security parameter
where a set of DTN (Data Transfer Nodes), and
compute nodes can be hosted in a scoped and
monitored network.

No users or questionable systems allowed!

Monitored by an IDS/IPS and scoped by proper ACL
rules to limit attack surface.

Be better connected.
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ScienceDMZ is a concept put forward by ESnet to help researchers transfer large data sets quickly. This small network sits outside the site security parameter and only contains non-user data transfer nodes and compute nodes, as well as a perfSonar node. Security is performed by ACL, scoping access, and IDS/IPS monitoring. Because there are no users or user centric machines, a large portion of the security attack surface has been eliminated, making it possible to get better throughput to other research DTN’s and compute nodes.


What it looks like...

Border Router
Entarprise Border
e T e - Router/Firewall
WAN A
| perfS@NAR | '

Science DMZ
Switch/Router

perfS@NAR |
High performance High Latency WAN Path
Data Transfer Node
with high-speed storage - Low Latency LAN Path

Be better connected.
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The basic structure of the ScienceDMZ is very simple, and only involves a DTN with high speed disks.


But, what if | have a Supercomputer?

Border Router

 Offices
ez 0 - Front end

Data Transfer
Nodes

High Latency WAN Path
Supercomputer

. Parallel Filesystem «

Be better connected.
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Although this version says SuperComputer, it could also be a compute node suck as an OSG (Open Science Grid) node that provides compute cycles to researchers on request.


... Or a big data site?

g

u v
Provider Edge
Routers

Site Border

wWAaMN Routers

Data Transfer
Cluster

Science DMZ Area

Be better connected.
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This model even scales out for Universities with multiple edge routers and connections for redundancy.


Using the RIR’s and IRR’s

RIR’s are the authority where all resource ownership
for Layer 3 addresses and ASN'’s are recorded.

ARIN also offers an RPKI ROA reqistry

ROA'’s (Route Origin Autenticator) cryptographicly
associate route blocks with the BGP ASN they should
be originated from.

IRR’s (Internet Route Registries) Are used to allow
BGP speaking networks to say what ASN'’s and IP
networks they provide service for.

Be better connected.
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The Regional Internet Registries are central to preventing route hijacking and other disruptions to the Internet. Registering your Legacy routes with them is important. It provides a channel of communications and verification of ownership. It also allows them to provide some basic authenticated Route Registry services like policy set and prefix set registrations from a kown trust point. They also operate an RPKI registry where your ROA’s can be defined, or a routing POC could be designated, so they can be managed on your behalf. Other Internet Route Registries are still important, because the RIR’s only provide route registries for objects directly operated by your organization. 


The MANRS project

Mutually Agreed Norms for Routing Security (MANRS) is a
global initiative...that provides crucial fixes to reduce the
most common routing threats.

Encourages the registration of routing information with
RIR’s and IRR’s, as well as the use of RPKI.

https://observatory.manrs.org/#/overview

Be better connected.
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The Mutualy Agreed Norms for Routing Services, MANRS is an industry group of ISP’s, networks, and vendors that agree to operate in a responsible way to improve routing security for the Internet. They maintain some documentation on the importance of responsible registration and maintenance of routing information. They operate an observatory that can provide information on the current status of most ASN’s in the internet and how secure their routing is. 


Resources

nformation on tuning and science DMZ
nttps.//fasterdata.es.net
nttps://atlas.ripe.net/
nttps://radar.cloudflare.com/
nttps://irrexplorer.nlnog.net/
nttps://console.internet2.edu/#/
nttps://www.routeviews.org/routeviews/
https://www.measurementlab.net/tests/
nttps://docs.perfsonar.net/index.html
nttps://www.speedquide.net/downloads.php

Be better connected.


Presenter Notes
Presentation Notes
List of resources

https://fasterdata.es.net
https://atlas.ripe.net/
https://radar.cloudflare.com/
https://irrexplorer.nlnog.net/
https://console.internet2.edu/#/
https://www.routeviews.org/routeviews/
https://www.measurementlab.net/tests/
https://docs.perfsonar.net/index.html
https://www.speedguide.net/downloads.php

Done...

Questions?

"ehh, good enough"”

- Mediocrates

Be better connected.
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I think I covered everything…
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