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Federal Student Aid Losses

Ineligible recipients: Deceased individuals:

$90 $30
million million




What are the risks?

i
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FINANCIAL COMPLIANCE CYBERSECURITY OPERATIONS REPUTATION STRATEGIC




Who is doing
this?

Organized fraud

Scammers
Robots
Al bots

Collusion

Insiders?




® Day4 ® Day 11

Day 1
Office of Admissions becomes Office of Internal Audit & Risk Office of Inspector General and
suspicious & contacts Information Management is notified of 20-30 Federal Student Aid are notified
Security suspicious accounts

Day 3 Day 10

Offices of Financial Aid, Financial Investigative team is developed;

Services are brought into the review. campus leadership is notified.
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Where do you start?



Created Date
& Time

Name (First,
Middle, Last)

Phone
Numbers

Application
Source

Submitted
Date & Time

Preferred
Name

Birthdate

High School
Name

Application
Entry
Semester

Address

City of Birth

High School
City

Application
Status

Email Address

Military Status

High School
State

Decision

Social
Security
Number

Academic
Program
Campus

Registered
Indicator

Login IP
Address

Academic
Program

High School
Graduation




Registration
Date

MFA Type
Refund
Amount

Packaged
Aid

Registration
Type

Phone
Number
Bank
Account

Aid

Disbursed

Prior
Registration

Instructional
Method

Course
Duration

Course
Selection

Advisor
Notes

Meeting
types

FAFSA
Holds Aid Type

Student Aid
Index

Financial
Aid

Recent
Changes

Aid Amount




Other Sources
of Information

e National Student
Clearinghouse

 Whitepages.com
* |plocation.net
* |P address decoding



Criteria

e Age 25+  Mail.com or or Cyber Assets IP

Outlook.com e General Business,
e SVR, VOIP, or PSTN Social Work, or
carrier Psychology

* No previous name

* No middle name

* No preferred name , ,
_ e Out of State resident* Online Program

 SSN provided

e Green Dot Bank

e Slate Application

e Non-traditional
classification

e Data Camp, Cogent,



The best
advisory

work I’'ve
done yet!




Controls

Data Block
analytics duplicates

Bot only V4 & V5

fields? verifications e ucaue

Deny Advising

Extend Policy Faculty report
admission modality

timelines improvement mechanism

Application

Software Collaborate
fee

Send mail




Contact information

Natalie B. McNish, CFE, CGAP

Missouri State University — www.missouristate.edu

Missouri State University — West Plains — www.wp.missouristate.edu

901 S. National Ave.
Springfield, MO 65897

NatalieMcNish@MissouriState.edu

(417) 836-5110 phone



